North American
Pulse of Internal Audit c- The Institute of
A

Internal Auditors

Benchmarks for Internal Audit Leaders




About the
Pulseé of Intermnal Audit Deloitte. |, & protivit

Global Business Consulting

NUMBER OF The llA has conducted the annual Pulse of Internal Audit survey (Pulse) every year since 2008. Each survey collects valuable
RESPONSES benchmarking information from internal audit leadership about risk, audit plans, budgets, staff, and more.
CAEs 430 85%  The online survey for the 2022 North American Pulse of Internal Audit report was conducted Oct. 5 to Nov. 9, 2021. Respondents

T primarily came from organizations headquartered in the United States (83%) and Canada (10%), with the remaining 7% coming from
: outside North America.

Directors/

senior 75 15% This report generally analyzes financial services respondents separately because their responses can differ significantly from others.
managers : The financial services category was created by extracting financial services respondents from the broader organization types (as shown
R AR EREEED in the graph below). In addition, the term CAE is used in Pulse reports generically to reference all survey respondents.

Total 505 : 100%

Learn more about The lIA’s Pulse of Internal Audit research and download additional reports at www.theiia.org/Pulse.

Organization Type With Internal Audit Function Size

Financial Services Breakout (Full-time Equivalent Employees) Y

Level 5 - Optimizing 10%

Level 4 - Managed

229, Level 3 - Integrated
17%
1% Level 2 - Infrastructure 12%
Financial  Publicly Public  Nonprofit  Privately 1t03 4109 10t024 25t049 50+ Level 1 - Initial ~ 474
services traded sector held

CONTENTS | 1.BUDGET& STAFF | 2.RISK&AUDITPLANS | 3.TRENDS FORRISK &AUDIT |

@

\


http://www.theiia.org/Pulse

Contents

Executive Summary 2 : Section 4. Leadership Metrics ......ccccceeeureennrcccnnne 35
How to Use This Report for Benchmarking............c........ 3 CAE Responsibilities. ... 36
Section 1. Budget & Staff 5 CAE Responsibilities Compared
Budget Trend = LoNg-termM.....ccccvvrnrineresineessssieri 6 : L0 OrgANIZAtION TYPE v 87
StAff Trend - LONG-EEIM oo 7 CAE Responsibilities Compared to Maturity ........cc......... 38
Budget and Staff Trends - Short-term ........cc.cccoocoovvennennn. 8 . Top 3 Concerns for Leading Internal
: AUAIt FUNCLIONS ...t seesseseeieennes 39
Organization Type CoOmMPariSONS ......ccceeeeerieeeseeeerneeecnees 9
COVID-19 IMPACT.....ciciiccceieee e 40
Reasons for Staff Changes ... 10
COVID-19 Impact Compared to Age ......cccoevuvrieireiereinnne 41
BUdet Details ... n
REMOLE WOTK oot 42
How CAEs Would Spend More Budget ........cc..ccovvvrreen. 12
N N . MEEUFTEY oo 43
Section 2. Risk & Audit Plans.............ccceueuvuruucce 14
Maturity ENaBIErs ..o 44
RiSK LEVEIS ... s 15
REPOItiNG LINES ... 45
AUAIE PIANS oooooo e 16
Internal Audit FUNCLION SIZES ... 46
Risk Compared to Audit Plans........c.ccooconinrirnrinrinniinen. 17
AgEe aNd GENAEN ... 47
SOX Impact on Audit Plans ... 18
Experience and Credentials.......cc.cccoocoorerieriorionieniennnn 48
SOX Impact on Risk and Audit Plans.......cc.ccc.cceoevrinnnnn. 19
Section 3. Trends for Risk & Audit....................... 21
All RESPONAENTS ... 22
Publicly Traded Organizations ... 24
FINaNCial SErVICES ... 26
PUBIIC SECLON ..ot 28
Privately Held Organizations........ccccvnenrinernnrnsinnnns 30
Nonprofit Organizations ... 32

CONTENTS 1. BUDGET & STAFF | 2.RISK&AUDITPLANS | 3.TRENDS FOR RISK & AUDIT

y/
v



Executive Summary

In an era where disruptive change has become the norm, the need for accurate
benchmarking is paramount. The [IA’'s 2022 North American Pulse of Internal Audit report
delivers such benchmarking data for internal audit leaders. Updated with a new digital-
friendly format, the Pulse report is designed for CAEs to use year-round and share with
audit committees and executive management.

Building on more than a decade of survey results, the 2022 report reveals important
trends in four key areas:

- Budgets and Staff Levels - There appears to be continued uncertainty and
cautiousness. Internal audit budgets and staff levels held up year-over-year, but
organizations have generally stopped short of giving internal audit more resources.
Travel budgets have continued to face widespread, sustained cuts.

- Staff Turnover - Internal audit appears to be experiencing the “Great Resignation,” with
many functions reporting voluntary turnover as the reason behind staff decreases.

» Risk - For the first time in the survey history, sustainability and nonfinancial reporting
risk levels edged upward, especially for publicly traded organizations. But the boost is
not seen in audit plans yet.

= Audit Plans - Cybersecurity is trending up on audit plans for all respondents. For
publicly traded organizations, Sarbanes-Oxley (SOX) is increasing steadily.

Beyond benchmarking, the Pulse report also offers insights into how CAEs lead their
functions, including areas of responsibility outside of internal audit, top 3 areas of
concern for internal audit leadership, and how CAEs would spend extra budget.
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How to Use This Report for Benchmarking

Organization Types and Industries Public Sector

This report is designed to be used as a benchmarking tool for understanding and managing internal audit EducatlonalserV|ces32°o
functions. To help leaders find the best point of comparison, metrics are often compared against five Public administration ©32%
orga.mzat|on types — publicly traded, pr|v:alte|¥ held., pUb|IC. sector, nonprofit, and financial services. Th.e ﬁr.lanmal Health care and social assistance g%
services category was created by extracting financial services respondents from the other four organization P S
types. This page shows the industries most commonly represented in these organization types. Please Utilities C 9%
note that dates in the graphs reference the years the survey was administered (not the date the report was Other h 1800
released). :
Publicly Traded Privately Held Nonprofit
Manufacturing 37% Manufacturing 22% Health care and social assistance 58%
Mining, quarrying, and oil and gas extraction 10% Utilities 11% Educational services 23%
Transportation and warehousing 7% Professional, scientific, and technical services 11% Other 19%
Accommodation and food services Wholesale trade 11%
Retail trade Transportation and warehousing g 9% Financial Services
Health care and social assistance 6% Other services (except public administration) C 7% .
R e LR REC R R R R R SRR LAt Financial institutions - 48%
Utilities 6% Construction 7% P P PPN FRTPTO
............................................................................................................................................ |nsurance 38°°
Information 5% Educational services P S
............................................................................................................................................ Asset management 5%
Other 18% Other 18%
Broker-dealer 1%
Other 8%

Note: The [I1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q6: What is the primary industry classification of the organization for which you work (or your primary
client if you are a service provider)? Totals may not equal 100% due to rounding. n = 123 for publicly traded. n = 165 for financial services. n = 111 for public sector. n = 45 for privately

held. n = 52 for nonprofit.
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> EXECUTIVE MEMBERSHIP

Solving for X

with Executive Membership.

Our targeted membership packages and tiered benefits structure evolve along with the

internal auditor you are today, and, what you'll be auditing tomorrow. The Executive Membership
provides unparalleled access to the latest standards and guidance; robust content and tools;
exclusive resources and relationships; and savings on world-class professional development and
additional certifications — so you can solve for X and know why.

Learn more or join today. www.theiia.org/Executive

~ The Institute of
Internal Auditors

- Elevating Impact
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Section 1. Budget & Staff

Overview

Since 2008, the Pulse survey has asked CAEs whether their budgets and staff have
increased, decreased, or stayed the same. These metrics provide a key barometer for
measuring COVID-19’s impact on internal audit.

In general, damage control in response to the pandemic’s initial wave has subsided,
with the percentage of functions cutting budgets and staff nearly returning to pre-
COVID-19 levels.

However, there has been less appetite to increase budget or staff levels. The number
of functions reporting budget increases in 2021 was the second lowest in the survey’s
13-year history. (Only 2020 was lower.) Similarly, the percentage of functions with staff
increases improved only marginally from 2020 to 2021.

These metrics may indicate a lack of confidence/certainty about future organizational
growth or a challenge in identifying and hiring desired talent.
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Budget Trend - Long-term
Willingness to increase internal audit budgets is still low

o
.........................................................................................................................................................................................................................

Sluggish growth in internal audit budgets may reflect general uncertainty or cautiousness among organizations as the world continues
to struggle with COVID-19 disruption, as well as a reluctance to travel. In 2020 and 2021, functions with budget increases were at their
lowest levels since the start of the survey in 2008 (20% and 24%, respectively). In addition, 2021 had the largest percentage of functions

where budgets stayed about the same since the survey began in 2008. On the positive side, the percentage reporting budget cuts has
nearly returned to pre-COVID-19 levels.

Budget Increases/Decreases for Internal Audit in the Prior Year

27% 20% 24%
32% 31%
36% 37% 37%

| | 41% 40% 40% 39% 38% 37%
29% 28%

145 1o% N 17 N . S 15 I 1o [ 15 R 147 [ 14,

13% =

2008 2009 2010 201 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021
est. est.

. Budget decreased

. Stayed about the same

. Budget increased

Note: The I1A’s North American Pulse of Internal Audit Survey, multiple years. Question: Looking back over the past 12 months, how has your overall internal audit budget changed?
Totals may not equal 100% due to rounding. Data for 2017 and 2018 were estimated because the question about budget was not included in the survey during those years.
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Staff Trend - Long-term

COVID-19 has lesser impact on staffing than on budgets

O
.......................................................................................................................................................................................................................

The Global Financial Crisis of 2008-2009 provides a parallel benchmark to the current pandemic. For both, the impact on internal
audit was less dramatic for staff levels than budgets. However, the appetite to increase staff has not rebounded from COVID-19 with
the same rigor as it did for the Global Financial Crisis. This may indicate a lack of confidence/certainty about future organizational
growth or challenges in identifying and hiring desired talent. As with budget reductions, staff reductions dropped nearly to pre-
COVID-19 levels in 2021.

Staff Increases/Decreases for Internal Audit in the Prior Year

2008 2009 2010 20mM 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

. Staffing decreased . Stayed about the same

. Staffing increased

Note: The I1A’s North American Pulse of Internal Audit Survey, multiple years. Question: Looking back over the past 12 months, how
has the number of in-house and/or sourced staff within your internal audit function changed? Totals may not equal 100% due to rounding.
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Budget and Staff Trends - Short-term

Reductions have slowed down, but willingness to increase has not fully returned to pre-COVID-19 levels

O
.......................................................................................................................................................................................................................

Internal Audit Staff Change Internal Audit Budget Change - Oneway to assess the degree of internal audit’s recovery

is to look at budget/staffing trends since 2019.

Both budgets and staffing returned to near pre-COVID-19
levels for respondents who said they experienced
reductions in the previous 12 months.

However, when it comes to growing budgets, those
reporting increases were minimal. In addition, there were
directional differences among organization types, with
some seeing lower percentage growth in 2021 than 2020.
(See additional details on the next page.)

2019 2020 2021 2019 2020 2021

. Decreased . Stayed about the same . Increased

Note: The I1A’s North American Pulse of Internal Audit Survey, multiple years. Question: Looking back over the past 12 months, how has
the number of in-house and/or sourced staff within your internal audit function changed? n = 619 for 2019. n = 581 for 2020. n = 495 for
2021. Question: Looking back over the past 12 months, how has your overall internal audit budget changed? Totals may not equal 100%
due to rounding. n = 608 for 2019. n = 581 for 2020. n = 492 for 2021.
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Organization Type Comparisons
Staff and budgets are trending down or flat for financial services and nonprofits

O
..........................................................................................................................................................................................................................

- - - 3 - Recovery from COVID-19 impacts can be
Financial Services Nonprofit . } ) ) :
: viewed by looking at trending for functions

Budget Changes Staff Changes Budget Changes Staff Changes with decreases (red) and increases (blue).

Financial services and nonprofit increases are
trending down. In contrast, the percentages
have generally returned to pre-COVID-19
levels for publicly traded, privately held, and
the public sector.

2019 2020 2021 2019 2020 2021 2019 2020 2021 2019 2020 2021

Publicly Traded Privately Held Public Sector

Budget Changes Staff Changes Budget Changes Staff Changes Budget Changes Staff Changes

2019 2020 2021 2019 2020 2021 2019 2020 2021 2019 2020 2021 2019 2020 2021 2019 2020 2021

Note: The IIA’s North American Pulse of Internal Audit Survey, multiple years. Question: Looking back over the past 12 months, how has the number . Decreased . Stayed about the same . Increased
of in-house and/or sourced staff within your internal audit function changed? Looking back over the past 12 months, how has your overall internal
audit budget changed? Totals may not equal 100% due to rounding.

-
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Reasons for Staff Changes

Voluntary resignation cited by nearly half who reported staff reductions in the past year

Among the 12% of survey respondents who reported decreased staff in
2021, nearly half (46%) said staff resigned voluntarily, possibly indicating
that the “Great Resignation” is affecting internal audit. A substantial portion
said decreases were related to COVID-19 budget cuts (28%) or other budget
cuts (16%). (Respondents could choose more than one option.)

Reasons for Decrease in Staff Size

Staff members voluntarily resigned

Budget cuts related to COVID-19
Budget cuts (not related to COVID-19)
Terminations due to performance
Could not find qualified applicants

Part of organization spun off or discontinued

Layoffs (not due to performance)

None or other

46%

28%

16%

15%

13%

11%

8%

5%

Note: The [I1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q15: What were the
primary reasons for the decrease in staff size? (Choose all that apply.) n=61.
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Among the 21% of survey respondents who reported increased internal
audit staff in 2021, the need to ensure adequate staffing was the top
reason cited. About 4 in 10 said they needed to increase team skills and/
or meet more needs for assurance. (Respondents could choose more than

one option.)

Reasons for Increase in Staff Size

Ensure adequate staffing

Adding to the skillset of my team
Assurance needs increased
Consulting needs increased

Merger or acquisition

General compliance work increased
(not related to Sarbanes-Oxley)

Sarbanes-0xley compliance work increased

ERM (enterprise risk management)
work increased

None or other

55%

43%

42%

)
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16%
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11%

3

3

Note: The [1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q12: What were the
primary reasons for the increase in staff size? (Choose all that apply.) n = 106.
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Budget Details

Travel continues to be cut, but staff and external sourcing are increasing for some

O
..........................................................................................................................................................................................................................

Internal staff was the budget area most likely to increase in 2021, with 33% of internal audit functions reporting increases (up 8 percentage
points from the previous year). This increase may reflect both added staff and greater staff costs, such as increased salaries. Travel budgets
saw widespread and sustained cuts — 81% in 2020 and 66% in 2021. A relatively positive trend across all categories was that the percentage
of respondents reporting cuts was significantly lower in 2021 than in the previous year.

Internal Audit Budget Areas

Professional
Internal Staff External Sourcing Development Travel 1o

2020 2021 2020 2021 2020 2021 2020 2021

. Decreased . Stayed about the same . Increased . Not sure/not applicable

Note: The I1A’s North American Pulse of Internal Audit Survey, multiple years. Question: Looking back over the past 12 months, how has your budget changed in the following areas? Totals may not equal
100% due to rounding. n = 588 for 2020. n = 505 for 2021.
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How CAEs Would Spend More Budget

Almost half would like to increase staff, and another quarter would spend more on technology

If CAEs had access tg add{tlonal ft.,ln('zls beyond the|r.current budgets, Areas Where CAEs Would Spend a Budget Increase*
almost half (48%) said their top priority would be to increase staff. The
second most common priority was technology, chosen by 25%.

However, sufficiency of funding for the internal audit function had an :

interesting effect on the responses. As funding sufficiency increased, the
percentage who chose technology also increased (from 20% to 33%), but
the percentage who chose staff decreased (from 61% to 31%).

Technology 25%

Compensation 16%
Among those who would spend more on technology, the top focus areas Professional devel ; : .
were data analytics software (68%) and audit management software (54%). rofessional development - 8%
Other/not sure 2%
Travel : 1%

*Only one choice allowed

Focus Areas for Technology Increase**

Preference to Increase Staff vs. Technology
(Compared to Internal Audit Funding Sufficiency)

Data analytics software - 68%

Audit management software 54%
51%

45%
o |§33%
22% &t -
o

Funding not Funding somewhat Funding mostly Funding completely

None of the above - I 2 . . sufficient sufficient sufficient sufficient
**Multiple choices allowed

Robotic process automation 34%
(RPA) software

Artificial intelligence 31%
(Al) software  :
Hardware (laptops, I 5%
servers, peripherals, etc.) - °

. Prefer staff increase . Prefer technology increase

Note: The [IA’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q22: If your internal audit function were to receive an unexpected budget increase, in which area would you primarily spend it? n = 505. Compared
to Q21: In your opinion, how sufficient is the funding for your internal audit function relative to the extent of its responsibilities? The graph category titled, “funding not sufficient” includes those who selected “not at all sufficient” and
“generally insufficient.” n = 504. Q25: For which types of technology would you increase budget allocation? (Choose all that apply.) Shown to those who chose “Technology” for Q22. n=127.

/
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aWs | Deloitte.

Deloitte named Partner for the AWS Cloud
Audit Academy

Through access to a global network and backed by leading
industry and business innovation experience, Deloitte is ready
to help you take advantage of the Amazon Web Services (AWS)
Cloud Audit Academy and assist in guiding your organization’s
audit and compliance cloud transformation to see your
possible and make it your actual.

The Cloud Audit Academy (CAA) is an AWS Security Auditing Learning Path designed for those that are in auditing, risk, and compliance roles and are involved in
assessing regulated workloads in the cloud. In conjunction with AWS, Deloitte serves as subject matter specialists and qualified AWS Consulting partners to instruct
the Cloud Audit Academy courses. Deloitte instructors are AWS-certified with industry audit credentials.

As used in this document, “Deloitte” means Deloitte & Touche LLP, a subsidiary of Deloitte LLP. Please see for a detailed description of our legal structure. Certain services may not be available to attest clients under the rules and
regulations of public accounting.

Copyright © 2022 Deloitte Development LLC. All rights reserved
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Section 2. Risk & Audit Plans

.............................................................................................................................................................................................................

Since 2008, the Pulse of Internal Audit survey has asked internal audit leaders
about risk and their audit plans related to 13 broad risk areas. These risk areas were
kept the same year-over-year to allow for the highest validity for trending.

This section takes a high-level look at current risk levels and audit plans for the
year ahead.

As in previous years, technology was a common component for risk areas that
respondents rated as high/very high risk. Cybersecurity, IT, and third-party
relationships rated as the top 3 risks. Compliance and operational risks rounded
out the top 5.

Audit plan allocations reflect a balancing act between audits driven by risk and
audits made necessary by regulations (such as SOX) or operational needs.

In organizations where SOX is implemented (including financial services),

internal audit functions allocate an average of 26% of their audit plans to SOX.
Nevertheless, the remainder of the audit plans in these organizations is allocated
to the other risk areas in roughly the same ranking and proportions as their
counterparts who have not implemented SOX.
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o
Risk Levels
Technology drives the three highest risks

Risk Levels — All Respondents - Technology |§ the commor\ driver of thg top 3 h|ghe§t risk areas
. —cybersecurity, IT, and third-party relationships, which often

include IT services.

Cybersecurity LY 2% - Cybersecurity in particular is a ubiquitous concern, with 85%
IT (not covered in other choices) - 61% 2 of respon.dents saying it is a high or very high risk in their
. organizations.
Thic-pary relatonships 8% | | .
- Otherrisks are more relevant depending on organization
Compliance/regulatory (excluding ICFR) - 11% - type, such as financial reporting (including ICFR)* and fraud.
Operational 9% Breakdowns by organization type in the following section provide

additional insights.

ERM and related processes 30% 20%
: - "ICFR refers to internal controls over financial reporting. This
Governance and culture 28% 24% . category includes SOX testing and compliance. SOX compliance
Fraud - 959, 289, is generallg required for publicly traded organizations in the
: United States.
Cost/expense reduction or containment 247 25%
Financial areas (excluding ICFR) 17% 26%

Financial reporting (including ICFR) ©  [BEXA 45%

Sustainability/nonfinancial reporting  :  BP¥A 49%

Support for external audit :3% 19% 78%

. High or very high risk . Moderate risk Low or very low risk

Note: The II1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q27: How would you describe the level
of risk in your organization in the following risk areas? Totals may not equal 100% due to rounding. ICFR = internal controls
over financial reporting. n = 481.
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Audit Plans

Audit plans balance compliance requirements with cyber risks

Audit Plan — All Respondents - The top 3risk areas for audit Plan allocation ov§rall are

. compliance/regulatory (excluding ICFR*), operational, and
financial reporting (including ICFR). Engagements in these risk
areas consume significant resources, but may be necessary to
support consistent operations and avoid compliance failures.

Compliance/regulatory (excluding ICFR) 15%

1

Operational
P Two of the next highest ranked areas of allocation are

14% cybersecurity and IT, which combined equal 19% of the overall
- audit plan. These were the two highest-rated risk areas.

Financial reporting (including ICFR)

Cybersecurity 11%

One risk area with high risk but low ranking in audit plans is third-
party relationships. One possible explanation is that third-party
8% relationships may be included in audits of other risk areas (e.g., IT

or operations).

IT (not covered in other choices) 8%

Financial areas (excluding ICFR)

ERM and related processes 5%

*ICFR refers to internal controls over financial reporting. This

+ category includes SOX testing and compliance. SOX compliance is
YA generally required for publicly traded organizations in the United

States.

Fraud 5%

Third-party relationships

Cost/expense reduction 4

Support for external audit 4

Governance and culture 4

- - .\.IIIII|
(3]
2

Sustainability/nonfinancial reporting Il%
Other risk category not listed I 1%

Note: The IIA’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q28: Looking ahead over the next 12
months, please indicate what percentage of your audit plan you anticipate will be allocated to each of the risk areas listed.
ICFR = internal controls over financial reporting. n = 505.
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Risk Compared to Audit Plans

Audit plan allocation is a balancing act between risk and necessary audits

Risk vs. Audit Plans — All Respondents

Cybersecurity

IT (not covered in other choices)
Third-party relationships
Compliance/regulatory (excluding ICFR)
Operational

ERM and related processes
Governance and culture

Fraud

Cost/expense reduction or containment
Financial areas (excluding ICFR)
Financial reporting (including ICFR)
Sustainability/nonfinancial reporting

Support for external audit

. Area assessed as high or very high risk

11% 8
8% 61%
5% 55%
15

o

Y/ 307%

4% 28%

NS

24%

8%

IV 127

*The scales for the risk and
audit plan allocation have been

adjusted to facilitate comparison.

. Audit plan allocation

Note: The I1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q28: Looking ahead over the next 12
months, please indicate what percentage of your audit plan you anticipate will be allocated to each of the risk areas listed.

Totals may not equal 100% due to rounding. n = 505. Q27: How would you describe the level of risk in your organization in

the following risk areas? n = 481. ICFR = internal controls over financial reporting.

CONTENTS

1. BUDGET & STAFF | 2.RISK& AUDIT PLANS

3.TRENDS FOR RISK & AUDIT

This graphic shows the balancing act that takes place between
risk and required audits. Risk ratings appear in red and audit plan
allocation appears in black*

Where black bars extend beyond red bars, audit plan allocation
is relatively high compared to risk ratings. These tend to be areas
required for compliance or operations, including compliance/
regulatory (excluding ICFR), operational, financial areas (excluding
ICFR), and financial reporting (including ICFR).

Where the red bars extend beyond black bars, audit plan
allocation is relatively low compared to risk ratings. These risk
areas tend to relate to technology, including cybersecurity, IT, and
third-party relationships. (Audits of third-party relationships may
be included in audits of other risk areas, such as IT or operations.)

To a lesser extent, governance and culture was another area of
higher risk rating and lower audit plan allocation. However, this
may reflect that governance or culture audits may not be done
annually.
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SOX Impact on Audit Plans

Financial reporting dominates audit plans where SOX is implemented

SOX implementation increases the percentage of audit plan allocated to Internal audit functions in organizations where SOX is implemented are
financial reporting dramatically — 26% compared to 4%. However, whether : typically larger than other internal audit functions (median of 12 FTEs

SOX is implemented or not, the order of audit plan allocation for other risk compared to 6 FTEs for others). Additional staff may enable these functions
areas remains approximately the same. to adequately cover other risk areas even though a high percentage of the

audit plan is allocated to SOX.

Audit Plan With SOX Implemented Audit Plan Without SOX Implemented

Compliance/regulatory (excluding ICFR) % Compliance/regulatory (excluding ICFR)

18%

Operational 17%

% Operational

Financial reporting (including ICFR) 26% Financial reporting (including ICFR) 4%

Cybersecurity 10% Cybersecurity %

IT (not covered in other choices) IT (not covered in other choices)

o]

Financial areas (excluding ICFR) Financial areas (excluding ICFR)

!
©
o il
o
) —
=

(3,
(23]

o
I cg
()
2
oy I
[ )

ERM and related processes ERM and related processes

Fraud Fraud

6%

Third-party relationships Third-party relationships LYA

Cost/expense reduction Cost/expense reduction 5%

2

Support for external audit Support for external audit

Governance and culture - 3% : Governance and culture

Sustainability/nonfinancial reporting - 2% Sustainability/nonfinancial reporting

Other risk category not listed

l'-.
3
N
R

. 1% Other risk category not listed

Note: The II1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q28: Looking ahead over the next 12 months, please indicate what percentage of your audit
plan you anticipate will be allocated to each of the risk areas listed. ICFR = internal controls over financial reporting. Totals may not equal 100% due to rounding. n = 229 for SOX
implemented. n =273 for SOX not implemented.
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SOX Impact on Risk and Audit Plans

SOX implementation substantially reduces allocation to compliance (excluding ICFR), operational risks

Risk vs. Audit Plans With SOX Implemented

Cybersecurity

Third-party relationships

IT (not covered in other choices)
Compliance/regulatory (excluding ICFR)
Operational

Cost/expense reduction

ERM and related processes
Governance and culture

Fraud

Financial reporting (including ICFR)
Financial areas (excluding ICFR)

Sustainability/nonfinancial reporting

Support for external audit

. Area assessed as high or very high risk

55%

8% 52%
12% 46%
12% | BeEEE
3% 25%
5% 125%

3% 21%
LY 207

6%
2%  pEYA

B

. Audit plan allocation

*The scales for the risk and audit plan allocation have been adjusted to facilitate comparison.

Risk vs. Audit Plans With SOX Not Implemented

Cybersecurity

Third-party relationships

IT (not covered in other choices)
Compliance/regulatory (excluding ICFR)
Operational

Cost/expense reduction

ERM and related processes
Governance and culture

Fraud

Financial reporting (including ICFR)
Financial areas (excluding ICFR)

Sustainability/nonfinancial reporting

Support for external audit

. Area assessed as high or very high risk

5% 24%
6% 34%

4% 33%
6% 30%

M

10%

B -

. Audit plan allocation

Note: The [1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q27: How would you describe the level of risk in your organization in the following risk areas? Q28: Looking
ahead over the next 12 months, please indicate what percentage of your audit plan you anticipate will be allocated to each of the risk areas listed. ICFR = internal controls over financial reporting.
Totals may not equal 100% due to rounding. n = 224 for SOX implemented. n = 229 for SOX not implemented.
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Section 3. Trends for Risk & Audit

This section shows four-year trends for risk levels and audit plans, using a data
visualization technique called bump graphs.

In each graph, the risk areas are listed from highest to lowest based on respondent
ratings. In addition, the size of the circles are proportional to the percentages of
respondents who rated the risk as high or very high.

The colors indicate notable trends, with red for increases and blue for decreases.
Dotted lines indicate a change that falls just short of the identified threshold for
percentage changes for each graph. Lines connecting circles help show changes in rank
over time.

The graphs reference the year the survey was administered (generally in the fourth
quarter), not the year the report was released.

Overall notable trends in risk rankings include the consistent growth in cybersecurity
and third-party relationships as significant risk areas. Sustainability/nonfinancial
reporting also saw a sharp increase in 2021.

For audit plan allocations overall, compliance/regulatory (excluding ICFR), operational,
and financial reporting (including ICFR) are consistently in the top 3, with cybersecurity
showing a significant increase. Growing concern for sustainability/nonfinancial
reporting risks has not yet translated into greater audit plan allocation.
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All Respondents

Technology risks are trending up, along with third-party relationships and sustainability

2018

53%

46%

36%

25%

22%

18%

18%

15%

15%

4%

3% 7"
(%
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2019

59%

51%

38%

30%

26%

24%

22%

18%

14%

2%

2020

51%

33%

21%

18%

18%

14%

14%

13%

1%
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2021

68% 77% @ :

61%

36%

30%

28%

25%

24%

17%

14%

12%

3%

Trends for Risk Areas Rated as High/Very High Risk

Cybersecurity

IT (not covered in other choices)

Third-party relationships

Compliance/regulatory (excluding ICFR)

Operational

ERM and related processes

Governance and culture

Fraud

Cost/expense reduction

Financial (excluding ICFR)

Financial reporting (including ICFR)

Sustainability/nonfinancial reporting

Support for external audit

3.TRENDS FOR RISK & AUDIT

Two of the top 3 highest risk areas this year have been trending up
since 2018 (cybersecurity and third-party relationships).

For the first time since 2018, the risk level for sustainability/
nonfinancial reporting has increased substantially compared
to the prior year. This appears to be driven by publicly traded
organizations (as shown in the graphs that follow).

Interestingly, risk level assessments across most categories
dropped slightly in 2020. (This 2020 dip can be seen in the
organization type risk trends, as well.)

Nevertheless, the order of risks from high to low in 2020 was
consistent with prior years, and in 2021 risk levels returned to
roughly pre-COVID-19 levels.

It is possible that the COVID-19 disruption in 2020 overshadowed
other risks temporarily.

B Increased 10+ percentage points since 2018
M Decreased 10+ percentage points since 2018

--- Dotted line indicates a change nearing 10 percentage points

Note: The [1A’s North American Pulse of Internal Audit Survey. Question: How would you describe
the level of risk in your organization in the following risk areas? ICFR = internal controls over
financial reporting. All respondents. n = 507 for 2018. n = 626 for 2019. n = 587 for 2020.

n =505 for 2021.
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All Respondents

Allocation for cybersecurity is increasing in audit plans overall

Trends for Audit Plan Allocation

2020

2018

16%

15%

15%

6%

5%

4%

4%

4%

4%

1%

CONTENTS

2019

18%

15%

15%

5%

4%

4%

3%

3%

0.5%
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17%

15%

14%

6%

5%

4%

4%

4%

4%

1%

2021

15%

15%

14%

5%

5%

5%

4%

4%

4%

1%

Compliance/regulatory (excluding ICFR)

Operational

Financial reporting (including ICFR)

Cybersecurity

IT (not covered in other choices)

Financial (excluding ICFR)

ERM and related processes

Fraud

Third-party relationships

Cost/expense reduction

Support for external audit

Governance and culture

Sustainability/nonfinancial reporting
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Audit plan allocations stay remarkably consistent year-over-year.

The only area for respondents overall that increased by more than
2 percentage points since 2018 is cybersecurity.

However, the views by organization type that follow show that
there are changes within sectors that do not show in the overall
average.

H Increased 2+ percentage points since 2018

M Decreased 2+ percentage points since 2018

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: Looking ahead over
the next 12 months, please indicate what percentage of your audit plan you anticipate will

be allocated to each of the risk areas listed. ICFR = internal controls over financial reporting.
Allocation to “other” is not included in this graph; therefore, the total will not equal 100%. n =
636 for 2018. n =512 for 2019. n = 220 for 2020. n = 505 for 2021.
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Publicly Traded Organizations

Increases are especially steep for governance and sustainability

Trends for Risk Areas Rated as High/Very High Risk

2018 2019 2020 2021
45% 49%

1% 2% 1% 2%

CONTENTS
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Cybersecurity

Third-party relationships

IT (not covered in other choices)

Operational

Compliance/regulatory (excluding ICFR)

Cost/expense reduction

Governance and culture

Sustainability/nonfinancial reporting

Financial reporting (including ICFR)

Fraud

ERM and related processes

Financial (excluding ICFR)

Support for external audit

3.TRENDS FOR RISK & AUDIT

Risks for cybersecurity and third-party relationships are trending
up for publicly traded organizations, similar to the overall average.

However, this sector saw notably steep increases for governance
and culture, as well as sustainability/nonfinancial reporting.

It’s interesting to note that operational risk increased substantially
since 2020 but stayed at the same ranking (fourth highest).

Industries Represented

Manufacturing 37%
Mining, quarrying, and oil and gas extraction~~~~~~ 10%
Trnsportation and warehousing 7%
Accommodation and food services 7%
Health care and social assistance Cex
Utiites Cex
nformation 5%
Other 189

H Increased 10+ percentage points since 2018
B Decreased 10+ percentage points since 2018

--- Dotted line indicates a change nearing 10 percentage points

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: How would you describe
the level of risk in your organization in the following risk areas? ICFR = internal controls over
financial reporting. Publicly traded only (financial services excluded). n = 194 for 2018. n = 57 for
2019. n =82 for 2020. n = 169 for 2021.
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Publicly Traded Organizations

Allocation for financial reporting dwarfs all other areas and is increasing

2018

2019

5% 5% 5% 5%
o a2 5% )
o 3% 4% a3
3% 3% a5 %
3% 3% 2 %
3%
3% 2% 2%
0.5% 0.5% 2% 2
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2021

Trends for Audit Plan Allocation

2020

Financial reporting (including ICFR)

Compliance/regulatory (excluding ICFR)

Cybersecurity

Operational

IT (not covered in other choices)

Financial (excluding ICFR)

Fraud

Support for external audit

ERM and related processes

Third-party relationships

Cost/expense reduction

Sustainability/nonfinancial reporting

Governance and culture
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Audit plans for publicly traded organizations are greatly
impacted by SOX requirements, currently averaging 35% of the
audit plan and trending up since 2018.

Audit plan allocation is also increasing for cybersecurity and
sustainability/nonfinancial reporting, which were also areas of
increased risk. Decreasing areas are operational, IT, and financial
(excluding ICFR).

Industries Represented

Manufacturing 37%
Mining, quarrying, and oil and gas extraction ~~~~~ 10%
Transportation and warehousing 7%
Accommodation and food services 7%
Health care and social assistance T
Utlitles e
Informaon s
Other 18%

M Increased 2+ percentage points since 2018
M Decreased 2+ percentage points since 2018

Note: The IIA’s North American Pulse of Internal Audit Survey. Question: Looking ahead over the next
12 months, please indicate what percentage of your audit plan you anticipate will be allocated to each
of the risk areas listed. ICFR = internal controls over financial reporting. Allocation to “other” is not
included in this graph; therefore, the total will not equal 100%. Publicly traded only (financial services
excluded). n =157 for 2018. n = 185 for 2019. n = 68 for 2020. n = 123 for 2021.
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Financial Services

Risk levels are increasing for cybersecurity and third-party relationships, but not for IT in general

2018

3%

2%

CONTENTS

Trends for Risk Areas Rated as High/Very High Risk

2019 2020

37% 30%
30% 23%
25% 18%
Sl 2%
A ] 17%
~oo 16%
21% ~-e-"
14% 14%
13% 8%
4% 1%
2% 1%
1. BUDGET & STAFF

2021

33%

32%
30%

17%

17%

5%

3%

2.RISK & AUDIT PLANS

Cybersecurity

IT (not covered in other choices)

Third-party relationships

Compliance/regulatory (excluding ICFR)

ERM and related processes

Operational

Fraud

Governance and culture

Financial (excluding ICFR)

Financial reporting (including ICFR)

Cost/expense reduction

Sustainability/nonfinancial reporting

Support for external audit

3.TRENDS FOR RISK & AUDIT

For financial services respondents, third-party risks have
increased 25 percentage points over 2018, indicating an area of
renewed concern.

Cybersecurity risk levels are also increasing to a lesser degree, but
IT in general are not.

Fraud risk levels are climbing.

Industries Represented

Financial institutions 48%
Cmswance 38%
Assetmanagement 5%
Brokerdealer 1%
Other 8%

H Increased 10+ percentage points since 2018
M Decreased 10+ percentage points since 2018

--- Dotted line indicates a change nearing 10 percentage points

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: How would you describe
the level of risk in your organization in the following risk areas? ICFR = internal controls over
financial reporting. Financial services only. n =150 for 201. n = 189 for 2019. n = 180 for 2020.
n =165 for 2021.
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Financial Services
Allocation for operational and ERM is dropping, while cybersecurity is increasing

, c - Financial services audit plans are reducing allocation for
Trends for Audit Plan Allocation . i ,p ) g )
. operational and enterprise risk management (ERM) while
© increasing allocation for cybersecurity.

2018 2019 2020 2021

Rank order has stayed generally consistent since 2018.

Operational
: Industries Represented
15% 16% 16% 16% © Compliance/regulatory (excluding ICFR)
: : Financial institutions : 48%
11% 13% 12% 11% - Financial reporting (including ICFR) R AL AL AR Aot
. : Insurance - 38%
10% 11% Cybersecurity Asset management : 5%
: Broker-dealer 1%
@ W IT (not covered in other choices) L
- Other : 8%

@\ 7% 8% 7% Financial (excluding ICFR)
7% W —Q 593 ' ERMand related processess

I 4% 5% 5% : Third-party relationships
4% 4% 4% 4% : Support for external audit
4% 4% 4% 4% © Governance and culture
4% 3% 3% 4% © Fraud . .

: H Increased 2+ percentage points since 2018

: M Decreased 2+ percentage points since 2018
3% 2% 2% 2% © Cost/expense reduction

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: Looking ahead over the

: inabili f al . next 12 months, please indicate what percentage of your audit plan you anticipate will be allocated

1% 1% 1% 1% . Sustainability/nonfinancial reporting to each of the risk areas listed. ICFR = internal controls over financial reporting. Allocation to

“other” is not included in this graph; therefore, the total will not equal 100%. Financial services
only.n=151for 2018. n =189 for 2019. n =71 for 2020. n = 165 for 2021.
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Public Sector

Operational risks have lost prominence

Trends for Risk Areas Rated as High/Very High Risk

2020

2018

25%

12%

10%

8%

CONTENTS

2019

26% 19%

17% 15%

9% 7%

8% 7%

3% 2%
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2021

9%

2%

I 2.RISK & AUDIT PLANS

Cybersecurity

IT (not covered in other choices)
Compliance/regulatory (excluding ICFR)
Third-party relationships

ERM and related processes
Governance and culture

Fraud

Operational

Cost/expense reduction
Financial (excluding ICFR)

Sustainability/nonfinancial reporting

Financial reporting (including ICFR)

Support for external audit

I 3. TRENDS FOR RISK & AUDIT

Operational risk is losing prominence in the public sector,
dropping in rank and in percentage substantially since 2018.

Taking its place are rising risk levels for cybersecurity, IT, third-
party relationships, and ERM.

Industries Represented

Educational services 32%
Public administration 32%
Health care and social assistance %
Utiites %
Other 18%

M Increased 10+ percentage points since 2018
H Decreased 10+ percentage points since 2018
--- Dotted line indicates a change nearing 10 percentage points

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: How would you describe
the level of risk in your organization in the following risk areas? ICFR = internal controls over
financial reporting. Public sector only (financial services excluded). n = 94 for 2018. n= 135 for
2019.n =142 for 2020. n = 111 for 2021.
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Public Sector

Cybersecurity is a rising priority in audit plans

Trends for Audit Plan Allocation

2018 2019 2020 2021
22% 22% 18% 21% . Compliance/regulatory (excluding ICFR)
19% 19% 17% 18% : Operational

Cybersecurity

Financial (excluding ICFR)

Fraud

IT (not covered in other choices)

6% \ 6% / 5% 6% ' ERMand related processes
6% \@/ 5% 6% Cost/expense reduction

5% 5% 5% 5% Third-party relationships

4% 4% 5% 4% Governance and culture

3% 3% 3% 3% Support for external audit

2% 2% 3% 2% Financial reporting (including ICFR)
1% 0% 1% 1% Sustainability/nonfinancial reporting
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Compliance/regulatory (excluding ICFR) and operational remain
at the top of the public sector audit plan.

Allocation has increased for cybersecurity and financial
(excluding ICFR).

Industries Represented

Educational services 32%
Public administration & 3%
Healthcare and social assistance 9%
Utiites 9%
: Other ......................................................................... 18°° :

M Increased 2+ percentage points since 2018
M Decreased 2+ percentage points since 2018

Note: The lIA’s North American Pulse of Internal Audit Survey. Question: Looking ahead over the next
12 months, please indicate what percentage of your audit plan you anticipate will be allocated to each
of the risk areas listed. ICFR = internal controls over financial reporting. Allocation to “other” is not
included in this graph; therefore, the total will not equal 100%. Public sector only (financial services
excluded). n =96 for 2018.n =136 for 2019. n = 51 for 2020. n = 111 for 2021.
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Privately Held Organizations

Risk levels have ballooned in multiple areas

Trends for Risk Areas Rated as High/Very High Risk

2018

CONTENTS

2019 2020 2021
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Cybersecurity

Third-party relationships

IT (not covered in other choices)

Operational

Compliance/regulatory (excluding ICFR)
Cost/expense reduction

Fraud

Governance and culture

ERM and related processes

Sustainability/nonfinancial reporting

Financial (excluding ICFR)

Financial reporting (including ICFR)

Support for external audit

I 3. TRENDS FOR RISK & AUDIT

Since 2018, risk levels have ballooned in multiple areas for
respondents from privately held organizations, especially third-
party relationships (35 points), cybersecurity (27 points), cost/
expense reduction (24 points), and operational (22 points).

Industries Represented

Manufacturing 22%
Professional, scientific, and technical services 1%
Wholesale trade 1%
Transportation and warehousing . 9%
Other services (except public administration) T
Comstructon T
Educational sevices o
Other 18%

M Increased 10+ percentage points since 2018

H Decreased 10+ percentage points since 2018

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: How would you describe
the level of risk in your organization in the following risk areas? ICFR = internal controls over
financial reporting. Privately held only (financial services excluded). n = 53 for 2018. n = 62 for
2019. n =47 for 2020. n = 45 for 2021.
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Privately Held Organizations

Audit plan levels for compliance are dropping, while allocation to higher risk areas increases

Trends for Audit Plan Allocation

2018 2019 2020

18% 18% 19%

15% 17%

11% 12% 12%
9% 8% 8%
9% 8% 7%
9% 7% 6%
7% 7% 6%

0% 1% 0%

2021

15%

@ ©

10%

10%

9%

8%

7%
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Operational

Compliance/regulatory (excluding ICFR)

Financial reporting (including ICFR)

Cybersecurity

Financial (excluding ICFR)

IT (not covered in other choices)

Cost/expense reduction

Fraud

ERM and related processes

Third-party relationships

Governance and culture

Support for external audit

Sustainability/nonfinancial reporting
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With risk level ratings increasing dramatically since 2018,
privately held organizations have adjusted their audit plans.
Allocation has decreased for compliance/regulatory (excluding
ICFR), an area where risk levels were not rising as steeply. Audit
effort was increased for areas with increasing risk: fraud, third-
party relationships, governance and culture, and sustainability/
nonfinancial reporting.

Industries Represented

Manufacturing 22%

Professional, scientific, and technical services 1%
Wholesale trade 1%
Transportation and warehousing . 9%
Other services (except public administration) %
Construction %
‘Educationalserviees o
Other 189

H Increased 2+ percentage points since 2018

B Decreased 2+ percentage points since 2018

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: Looking ahead over the
next 12 months, please indicate what percentage of your audit plan you anticipate will be allocated
to each of the risk areas listed. ICFR = internal controls over financial reporting. Allocation to “other”
is not included in this graph; therefore, the total will not equal 100%. Privately held only (financial
services excluded). n =151 for 2018. n = 189 for 2019. n =71 for 2020. n = 165 for 2021.

S

Sl



® [ 4 o
Nonprofit Organizations
Risk levels are rising for cybersecurity, IT, cost/expense reduction, ERM, and sustainability

Trends for Risk Areas Rated as High/Very High Risk - Risk Ievgl ratings for cost/expense reduction and ERM dropped
. sharply in 2020, but returned to pre-COVID-19 levels and

increased in 2021.

2018 2019 2020 2021

Cybersecurity and IT are elevated and continuing to rise.

Cybersecurity - Sustainability/nonfinancial reporting had a notable increase since
last year.
IT (not covered in other choices)
Industries Represented
Compliance/regulatory (excluding ICFR)
: Health care and social assistance : 58%
Third-party relationships Do s T
- Educational services : 23%
35% 36% 32% Cost/expense reduction - Other - 19%

ERM and related processes

Governance and culture

Operational

Sustainability/nonfinancial reporting
Fraud

Financial (excluding ICFR)
B Increased 10+ percentage points since 2018

Financial reporting (including ICFR) B Decreased 10+ percentage points since 2018

Note: The I1A’s North American Pulse of Internal Audit Survey. Question: How would you describe

Support for external audit the level of risk in your organization in the following risk areas? ICFR = internal controls over
financial reporting. Nonprofit only (financial services excluded). n = 54 for 2018. n = 48 for 2019.
n=45for 2020. n =45 for 2021.
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Nonprofit Organizations
Many adjustments made to audit plans from 2020 to 2021

Trends for Audit Plan Allocation : There.were notable adjustments .to aucaht plans for rTonproﬁt
. organizations from 2020 to 2021, including substantial changes

for operational, cybersecurity, and ERM.

2018 2019 2020 2021

Looking at trends since 2018, audit plan allocation is increasing

for cybersecurity and cost/expense reduction.
Compliance/regulatory (excluding ICFR)

Respondents for this sector primarily come from health care
Operational and educational services, which have experienced significant
- disruption from the COVID-19 pandemic.

Industries Represented

Cybersecurity

Financial (excluding ICFR)

: Health care and social assistance 58%
ERM and related processes L P PP o

: Educational services 23%
IT (not covered in other choices) Other 19%
Fraud

o /
5% 6% \@/ Cost/expense reduction
®\ 5% 5% [ Third-party relationships
4% \®\__,«@/ 4% Financial reporting (including ICFR)

4% 3% 3% 4% : Governance and culture - M Increased 2+ percentage points since 2018

H Decreased 2+ percentage points since 2018

2% 3% 3% 3% : Support for external audit
. Note: The lIA’s North American Pulse of Internal Audit Survey. Question: Looking ahead over
. - thenext 12 months, please indicate what percentage of your audit plan you anticipate will be
0.2% 0.1% 1% 1% - Sustainability/nonfinancial reporting ¢ allocated to each of the risk areas listed. ICFR = internal controls over financial reporting. Allocation
: © to“other”is not included in this graph; therefore, the total will not equal 100%. Nonprofit only
(financial services excluded). n = 48 for 2018. n = 46 for 2019. n = 10 for 2020. n = 52 for 2021.
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Section 4. Leadership Metrics
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This section provides metrics designed to give internal audit leaders benchmarks
about their roles and how they lead their functions.

Several topics are new to the Pulse survey this year, including CAE responsibilities and
CAEs’ top 3 concerns about leading their audit functions.

Other topics have been addressed before but are covered in more detail this year,
including COVID-19 impact, internal audit function maturity, reporting lines, and
internal audit function size.

Finally, demographic information is provided about CAEs themselves, including
generation, gender, years of experience, and credentials.
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CAE Responsibilities

Areas of responsibility outside of internal audit are primarily fraud, ethics, ERM, and SOX

CAE Responsibilities — All Respondents

Fraud investigation 52%

Ethics or whistleblower program 32%

ERM program 27
SOX program management 26%
Compliance/regulatory 17%
Model Audit Rule (insurance)

T 10%

(2]
2
32

None of the above 20%

Note: The I1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q36: In addition to
your role as head of internal audit, for which areas are you responsible? (Choose all that apply.) n = 495.
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CAEs and other internal audit leaders often manage more
than just the internal audit function. For example, more than
half of survey respondents said they were responsible for fraud
investigation and one-third said they managed the ethics or
whistleblower program. One-fourth managed the ERM program
or SOX for their organizations.

Organization Type Differences (Next Page)

Responsibilities vary among different organization types, as
shown in the graphs on the following page. For example, fraud
investigation was highest for the public sector (70%) and lowest
for financial services (35%).

As expected, responsibility for SOX program management was
highest for publicly traded organizations (60%), but it was also
substantial for privately held organizations (33%).

Even with their high level of responsibility for SOX program
management, publicly traded organizations also had higher-
than-average rates of responsibility for ERM programs.

Finally, financial services organizations had the fewest areas of
responsibility beyond internal audit of all organization types.
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CAE Responsibilities Compared to Organization Type

Financial services had the fewest areas of responsibility outside of internal audit

Fraud investigation

Ethics or whistleblower program
ERM program

SOX program management
Compliance/regulatory

Model Audit Rule (insurance)
Other

None of the above

Fraud investigation

Ethics or whistleblower program

ERM program
SOX program management
Compliance/regulatory

Model Audit Rule (insurance)

Other

None of the above

All Respondents

52%
32%
27%
26%

°’I
32

17%

[=}]
= B
R

Public Sector

70%
47%

N
o
2

17%

I
—
Q
o

27%
0%
14%

14%

Publicly Traded

52%

24%

=
—

%
60%

0%

B3

13%

Privately Held

57%
31%
33%
33%
19%
| 2

12%

12%

Note: The I1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q36: In addition to your role as head of internal audit, for which areas are you
responsible? (Choose all that apply.) n = 122 for publicly traded. n = 162 for financial services. n = 109 for public sector. n = 42 for privately held. n = 51 for nonprofit.
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CAE Responsibilities Compared to Maturity
More internal audit maturity is associated with less responsibility outside of internal audit

The level of internal audit maturity* had a noticeable
relationship with CAE responsibilities. In general, as maturity

: increased, responsibility for activities outside of internal audit
89% - decreased, as shown in the graph top left. The graph reflects the
. percentage of respondents who indicated they had at least one
area of responsibility other than internal audit.

CAEs Responsible for Some Non-internal Audit Activity

A specific area with a strong relationship to internal audit
maturity was responsibility for ERM program management. It
was relatively high for Level 1and 2 and dropped lower for Levels
3,4,and 5.

It is possible that less mature functions are working within less
mature organizations where there are fewer resources to cover
ERM and other activities, so extra responsibility falls to internal

Level 1 Level 2 Level 3 Level 4 Level 5 audit.

Initial  Infrastructure Integrated Managed Optimizing
*Internal audit maturity was self-assessed by the CAE based on

CAEs Responsible for the ERM Program the Internal Audit Ambition Model developed by IIA - Netherlands
. and LKO/NBA.

44% 47%

Note: The I1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q36: In
Level 1 Level 2 Level 3 Level 4 Level 5 © addition to your role as head of internal audit, for which areas are you responsible? (Choose
Initial Infrastructure Integrated Managed Optimizing . all that apply.) Compared to Q38: Which of the following best describes the maturity of your
¢ organization’s internal audit function? These maturity levels are based on the Internal Audit
Ambition Model produced by IIA-Netherlands. n = 492.
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Top 3 Concerns for Leading Internal Audit Functions

Responding to new risks was a top 3 area of concern for many, but few cited COVID-19 as a top risk

Top 3 Areas of Concern

Responding to new and emerging risks

Risk levels in the organization 36%
Hiring staff 32%
Staff competencies 31%

Audit plan allocation 29%

Maturity of the function 27%
Budget sufficiency 25%
Maturity of the organization 21%
COVID-19 impact 10%

Reporting lines
Other: 8%
Other: l 2%

oter: 1%

Note: The II1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q37: In terms of
leading your internal audit function, which 3 areas are of most concern to you? (Choose 3.) Totals may not

equal 100% due to rounding. n = 505.
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Survey respondents were asked, “In terms of leading your
internal audit function, which 3 areas are of most concern to
you?” They could choose three of the response options provided
or type in their own.

Responding to new and emerging risks was a top concern among
respondents, with nearly three quarters (74%) choosing it among
their top 3. In contrast, only 10% said COVID-19 impact was a top
3 concern.

About a third chose hiring staff and/or staff competencies, but,
interestingly, few chose both, indicating that for some functions,
the primary issue is number of staff, while others are concerned
about staff having the right competencies.

Few differences were noted based on organizational
characteristics, except that functions where SOX was mandated
or implemented were significantly more likely to choose audit
plan allocation as a top 3 concern (35%) compared to other
respondents (24%).

Finally, in the free response portion of the question, other
concerns mentioned were:

« Internal audit use of technology
» Technology skills on staff

« Staff retention

» Succession planning

* Innovation

 Efficiency

* Management support
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COVID-19 Impact

COVID-19 had more impact on organizations overall than on internal audit

COVID-19 appeared to be harder on
organizations overall than on internal audit

Negative COVID-19 Impact — Internal Audit vs. Organization Overall

Manufacturing and o 46%

physical outputs

Finance and insurance ~ : 21% 24%

functions.
Internal Audit Organization Overall - About one-third (31%) of respondents said
. internal audit experienced negative impact
Health care and social assistance from COVID-19, compared to nearly half (46%)
. : - who said there was negative impact for the
Consumer-facing o o : .
(e, retal, food, ravel . organization overall
Educatonal senices
Non-consumer-facing .
(e.g., business services) : A
e
A

Al 31 46%

Note: The IIA’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q45: Please choose the option that best describes
COVID-19's impact on your organization as a whole. Q43: Please choose the option that best describes COVID-19’s impact on your internal
audit function. Response options were positive, neutral (neither positive nor negative), negative, not sure/not applicable. Those who chose not
sure/not applicable were removed from analysis. n = 497.
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COVID-19 Impact Compared to Age

Millennials were more likely to say COVID-19 impact was positive compared to other generations

The age of the respondent made a significant difference in
how the impact of COVID-19 was perceived — both for the
organization as a whole and for internal audit.

Perception of COVID-19 Impact on the Organization Compared to Generation

Baby Boomers (1946 to 1964) Millennials were nearly three times more likely to consider the
pandemic’s impact on the organization as a whole as positive
compared with other age groups. Millennials were about half as

likely to consider it as negative.

37%

Generation X (1965 to 1980) 40%

42%

39% - Forthe impact on internal audit specifically, positive

assessments increased more incrementally as age decreased,

Millennials (1981 to 1996)
All

with 7% of Baby Boomers seeing the pandemic as positive
Perception of COVID-19 Impact on Internal Audit Compared to Generation compared with 13% of Generation X and 27% of Millennials.

Baby Boomers (1946 to 1964) 7% 53%
Generation X (1965 to 1980) : 59%
Millennials (1981 to 1996) 55%
All 57%

. Negative

Neutral

Note: The IIA’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q45: Please choose the option that best
describes COVID-19’s impact on your organization as a whole. Q43: Please choose the option that best describes COVID-19's
impact on your internal audit function. Response options were positive, neutral (neither positive nor negative), negative, not sure/
not applicable. Those who chose not sure/not applicable were removed from analysis. n = 497.
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Remote Work

More than half said most or all internal audit work is currently done remotely

...........................................................................................................................................................................................................................

Remote work appears to be here for the
foreseeable future. At least half of Pulse
respondents from most industries said
most or all internal audit work is done

Internal Audit Remote Work

Non-consumer-facing

(e.g., business services) : 487% 18% 20% - remotely at the time the survey was
:  conducted (shortly before the rise of the
Health care and social assistance - 35% 35% 17% - COVID-19 Omicron variant). Only a few
: (20%) said that most or all work is done
Finance and insurance 29% 32% 21% 19% in person. Unlike other industry groups,

: . more than a quarter of respondents
Publc administaton 19% 28% 25% . from educational services, consumer-

: - facing, and public administration
industries reported most or all work was
done in person.

Consumer-facing : o o o o
(e.g., retail, food, travel) ~ : L L L G

Manufacturing and
physical outputs

fay

15% 39% 29% %

Educational services 10% 37% 17% 37%

AL 25% 33% 22% 20%
. All work done remotely . Most work done remotely Roughly equal mix . Most or all work done in person

Note: The [1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q18: In terms of working remotely vs.
in-person, how is your internal audit function currently operating? Totals may not equal 100% due to rounding. n = 505.
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Maturity
Larger functions assess themselves at higher maturity levels than smaller functions

The Pulse survey asked internal audit leaders to rate their functions’ maturity using the levels from the - Internal Audit Ambition Model Levels

Internal Audit Ambition Model, developed by IIA-Netherlands and LKO/NBA.
Level 1 — Initial

As function size increased, the percentage at the top 2 levels increased as well. At the largest size, 84% - Functioning at an initial stage of development, with
were at the top 2 levels, compared with 31% at the smallest size. Overall, 54% of respondents reported ad hoc or unstructured activity.

maturity at the top 2 levels.
Level 2 — Infrastructure

Developing administrative infrastructure, along with
policies, processes, and procedures.

Ambition Model Levels Compared to Function Size

Level 3 — Integrated
Integrated into the organization and conforming

25, - 21% 63% 15% 1% * to llA Standards.

: Level 4 — Managed
10to24 15% 50% 27% 7% 1% g

both internal audit and the organization.

[}

N

a

: I

B Well-managed, with a visible role in the organization
5 : and a long-term vision and plan.

s 49 NS 38% 37% 17% 3%

B . Level 5 — Optimizing

3 1103 7% 19% 3% Optimizing value with continuous improvement for
E :

£

At 10% 44% 32% 12% 2% - Learn more about the Internal Audit Ambition Model,
' . developed by IIA-Netherlands and LKO/NBA at

. https://www.iia.nl/kwaliteit/ambition-model.

M Level 5 - Optimizing M Level 4 - Managed ' Level 3 - Integrated | Level 2 - Infrastructure = Level 1- Initial

Note: The [1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q38: Which of the following best describes
the maturity of your organization’s internal audit function? These maturity levels are based on the Internal Audit Ambition Model

produced by IIA-Netherlands. Totals may not equal 100% due to rounding. n = 86 for 1 to 3.n =198 for 4 to 9.n = 145 for 10 to
24.n =73 for 25+, Total n = 502.
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Maturity Enablers
Internal audit leaders look to technology and/or additional skilled staff to increase maturity

As a follow-up to the maturity assessment, internal audit
leaders were asked to indicate which types of support would
help their internal audit functions most with increasing or
maintaining maturity. They could choose multiple responses.

Most Helpful Enablers to Increase Internal Audit Maturity

Technology tools 56%
. . : Technology tools and the ability to hire additional skilled/
Ability to hire more  : 599, tent staff the t ¢ lar choi A ted
skilled/competent staff - o competent staff were the two most popular choices. As note

Support from executive - earlier, smaller functions were more likely to give themselves
leadership for maturity efforts 38% - lower maturity ratings, so this may be another indication that
more staff may be needed to achieve higher maturity levels.

Increased budget for staffing 32%
) : Respondents were more likely to indicate a desire for more
Better profi§s:10nflrd9\/reilon[1mfnftf 30% support from executive leadership than from the board/audit
options forcurrent sta committee, perhaps because support from the board/audit
Increased budget in general 2 committee was already in place.

Support from board/audit

committee for maturity efforts 18%

Increased budget for 0
X : 16%
professional development -

R

h I

o
(3]
2

Other

w
2

No additional resources needed

Note: The I1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q39: What types of
support would help your internal audit function the most with increasing or maintaining its maturity? (Choose
all that apply.) n = 505.
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o [ 4
Reporting Lines
Administrative reporting varies widely — some sectors report to the CEO, but others to the CFO

Administrative reporting* lines vary more than functional reporting lines. - For public sector and privately held organizations, about 1in 4 report

Public sector and financial services tend to report to a CEO, president, or : functionally* to a role other than audit committee, board, or equivalent. In
agency head. In contrast, privately held and publicly traded most often - other organization types, 94% or more report to the audit committee, board, or
report to the chief financial officer or equivalent. Nonprofit is mixed. © equivalent.

*Administrative reporting line refers to oversight of day-to-day matters, *Functional reporting line refers to oversight of the responsibilities of the internal
expense approval, human resource administration, communication, internal : audit function, including approval of the internal audit charter, the audit plan,
policies, and procedures. - evaluation of the CAE, and compensation for the CAE.

Administrative Reporting Lines Functional Reporting Lines

: 1%
. . : /
Publc sector w, e Publc sector I =
: 1% : : 1%
Financial services e e rasenices (NN |

2%

. : /
Nonprofit 9% % Nonprofit 2%
: 1% .

Publicly traded 10% | 1% 0 Publiytraded : 95% G 1%
: : : 1
Al 17% 2% Al 1%

. Audit committee, board, equivalent CEO, president, agency head . Chief financial officer or equivalent Other executive leadership Other

Note: The IIA’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q41: What is the primary administrative reporting line for the chief audit executive (CAE) or head of internal audit in your
organization? Q40: What is the primary functional reporting line for the chief audit executive (CAE) or head of internal audit in your organization? Totals may not equal 100% due to rounding. n = 496.
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Internal Audit Function Sizes

Publicly traded and financial services functions tend to be larger

68%
55% o
45% a2 %%

Internal Audit Function Size Compared to Organization Type

Publiclytraded  Financial services

. Less than 10 internal audit FTEs

82%
71%
57%
43%
29%
)
Public sector Nonprofit Privately held All

. More than 10 internal audit FTEs

Note: The II1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q8: How many full-time
equivalent employees (FTEs) are in your internal audit function? (in-house and sourced combined) n = 496.
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Smaller internal audit functions are the norm in the public
sector, nonprofit organizations, and privately held organizations.

In contrast, publicly traded organizations and financial services
are roughly evenly split between smaller and larger function sizes.

Smaller audit function sizes are defined as having less than 10
FTEs, and larger sizes as more than 10 FTEs.
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Age and Gender
The public sector contains more Baby Boomer CAEs than the overall average

Respondent Generation : Among the internal audit leaders who took the Pulse survey, 59% of positions
P . were filled by Generation X; 30% were filled by Baby Boomers, and 11% by
: Millennials.

Among the different organization types, the public sector stands out as having
significantly more Baby Boomers than the overall average (45% compared to

H Baby Boomers (1946 to 1964) 30%)

H Generation X (1965 to 1980)

[ Millennials (1981 to 1996) The ratio of men to women is clearly changing with the generations. Baby
. Boomers had more men than women, Generation X was about equal, and
Millennials had more women than men.

Generation Compared to Gender Generation Compared to Organization Type

70% : Public sector 45% 49%
529 58% 54 Nonprofit 34% 63% 3%
48% 46% : :
42% : Financial services : 26% 61%
30% : :
Publicly traded 25% 62%
Baby Boomers  Generation X Millennials All Privately held 20% 67%
(19461t01964)  (1965t01980) (1981 to 1996) :
Al 30% 59%
. Male/man . Female/woman . Baby Boomers (1946 to 1964) . Generation X (1965 to 1980)

[ Millennials (1981to 1996)
Note: The IIA’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q54: Please select your year of birth. n = 417. Q55: Please select the gender identity that best matches you. n = 458.
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Experience and Credentials
Respondents had high levels of experience and credentialing

q q . Internal audit leaders who took the Pulse survey had a high level of internal
Years of Internal Audit Experience : i ) ! i
:audit experience. More than 80% of them had been in the profession for at least

10 years.
40%
. The most common credentials held by survey respondents were CIA (60%) and
S CPA (55%). Among those with a CIA and/or CPA, about roughly equal numbers
were CIA only (37%), CPA only (30%), or both (33%).
12% 12%
Respondents with credentials for risk management (CRMA), fraud (CFE), or
- information systems (CISA) ranged from 20% to 28%.
0to5 6t010 11t0 20 21t030 31+

Credentials

Certified Internal Auditor (CIA)

Certified Public Accountant (CPA)

Certification in Risk

Management Assurance (CRMA)
Certified Fraud Examiner (CFE)

Certified Information

CIA/CPA Breakout

H CIA (but not CPA)
Il CPA (but not CIA)

Systems Auditor (CISA) Both CIA and CPA
Chartered Accountant (CA)

Other internal audit certification

Other non-internal audit certification 24%

| do not hold any : o
. e : 5%
professional certifications -

Note: The [1A’s North American Pulse of Internal Audit Survey, Oct. 5 to Nov. 9, 2021. Q53: Approximately
how many years have you been working in internal audit? n = 496. Q52: Which of the following professional
certifications or designations do you hold? (Choose all that apply.) n = 504.
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About The lIA

The Institute of Internal Auditors (IlA) is the internal audit profession’s most widely recognized advocate, educator, and provider of standards, guidance, and certifications.

Established in 1941, The IIA today serves more than 210,000 members from more than 170 countries and territories. The association’s global headquarters is in Lake Mary,
Fla., USA. For more information, visit www.theiia.org.

Disclaimer
The IIA publishes this document for informational and educational purposes. This material is not intended to provide definitive answers to specific individual circumstances

and as such is only intended to be used as a guide. The IlA recommends seeking independent expert advice relating directly to any specific situation. The IIA accepts no
responsibility for anyone placing sole reliance on this material.
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