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Risk in Focus 2025
Latin America Board Briefing

Know your risks. Plan strategically.

This Board Briefing is a summary of the Latin America Risk 

in Focus 2025 report, available at theiia.org/RiskInFocus

https://www.theiia.org/en/internal-audit-foundation/
https://www.theiia.org/RiskInFocus
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About Global Risk in Focus
Global cooperation produces new insights

01

Practical, data-driven research to help internal 

auditors and their stakeholders understand today’s 

risk environment and update their audit plans.

02

Survey results, regional roundtables, and interviews 

reveal key insights from internal audit leaders 

worldwide.

03
Partnership between Internal Audit Foundation and 

the European Institutes Research Group (EIRG).
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Download your 
reports today:

• Africa

• Asia Pacific

• Europe

• Latin America

• Middle East

• North America

• Global Summary

theiia.org/RiskInFocus

https://www.theiia.org/RiskInFocus
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Summary
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Latin America Summary

• Fastest growing risks in next 3 years
o Digital disruption (including AI)
o Climate change

• None of the other risks are expected to 
have such large increases

• This trend is expected by internal auditors 
in Latin America and worldwide
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Latin America Summary,
Continued

• Ongoing high risks for Latin America
o Cybersecurity
o Business continuity
o Human capital
o Regulatory change

• Roundtable discussions provide insight 
into risk drivers and leading practices for 
climate change and digital disruption
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Survey 
Demographics
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Research Methodology
Global participation 

ThanResearch Phases

Global survey of CAEs and 

directors: 

4 March to 20 May 2024

18 roundtables with 138 

participants: May 2024

27 in-depth interviews with 

internal audit experts: June 2024

Survey response total: 3,544

1,024 
985

614

418

324

179

Asia

Pacific

Europe Latin

America

North

America

Africa Middle

East

124 countries/ 

territories 

participating



10Page

Survey Approach

16 risk areas were explored

Risk Name Risk Description Used in the Survey

1 Business continuity
Business continuity, operational resilience, crisis management, and 

disaster response

2 Climate change Climate change, biodiversity, and environmental sustainability

3 Communications/reputation Communications, reputation, and stakeholder relationships

4 Cybersecurity Cybersecurity and data security

5 Digital disruption (including AI) Digital disruption, new technology, and AI (artificial intelligence)

6 Financial liquidity Financial, liquidity, and insolvency risks

7 Fraud Fraud, bribery, and the criminal exploitation of disruption

8 Geopolitical uncertainty Macroeconomic and geopolitical uncertainty

9 Governance/corporate reporting Organizational governance and corporate reporting

10 Health/safety Health, safety, and security

11 Human capital Human capital, diversity, and talent management and retention

12 Market changes/competition Market changes/competition and customer behavior

13 Mergers/acquisitions Mergers and acquisitions

14 Organizational culture Organizational culture

15 Regulatory change Change in laws and regulations

16 Supply chain (including third parties) Supply chain, outsourcing, and ‘nth’ party risk

Survey Questions

• What are the top 5 risks 

your organization faces?

• What are the top 5 areas 

on which internal audit 

spends the most time 

and effort? 
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Latin America Survey Demographics
Response rate per country/territory

189

56 53
41 35 33

23 22 21 20 20 19 18 17 17 12 10 8

Latin America Total: 
614
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Latin America Survey Demographics
Industry, organization type

27%

14%

11%

10%

6%

4%

4%

4%

4%

3%

3%

2%

2%

1%

1%

1%

2%

Financial services

Mining/energy/water supply

Manufacturing

Public sector (government)

Wholesale/retail

Education

Health/social work

Agriculture/forestry/fishing

Administrative/support services

Professional/technical activities

Transport/storage

Information/communication

Accommodation/food services

Arts/entertainment

Construction

Charities

Other

Latin America – Industry

46%

25%

18%

5%

4%

2%

Privately held

Public sector (including government-
sponsored enterprises)

Publicly traded

Service provider/consultant

Charitable organization

Other

Latin America – Organization Type
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Latin America Survey Demographics
Internal audit function size

36%

20%

14%

8%
7%

4%

11%

1 to 5 6 to 10 11 to 15 16 to 25 26 to 50 51 to 100 100+

Number of full-time equivalent employees
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Risk Trends
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Latin America Risk Trends
What are the top 5 risks your organization faces?

/competition
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Latin America Risk Trends Analysis
Digital disruption (including AI) and climate change are expected to increase most

• Digital disruption (including AI)
o Currently ranked fifth (37%)
o In 3 years, expected to be ranked second (56%) 

• Climate change/environment
o Currently ranked ninth (29%)
o In 3 years, expected to be ranked sixth (41%)

• Cybersecurity, regulatory change, business continuity, and human 
capital were the top four risks last year and this year
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Global Risk Trends
What are the top 5 risks your organization faces?



18Page

Global Risk Trends Analysis
Digital disruption (including AI) and climate change are expected to increase most

• Cybersecurity, business continuity, and human capital remain high

• Digital disruption (including AI) risk levels

o Currently ranked fourth (39%)
o In 3 years, expected to be ranked second (59%) 

• Climate change/environment risk levels
o Currently ranked thirteenth (23%)
o In 3 years, expected to be ranked fifth (39%)

• None of the other 14 risks studied are expected to see such dramatic increases as digital disruption 
and climate change
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Current Risk 
Levels
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Latin America Risk Levels – Industry Comparison

What are the top 5 risks your organization faces? 

Analysis

The top risks across most 

industries were cybersecurity, 

business continuity, and 

human capital. 

5 highest risk areas per industry

Note: If there is a tie for a top ranking, the tied percentages are shaded in a lighter color.
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Latin America Risk Level Analysis
Growth in digital disruption (including AI) and climate change align with global trends

• Significant variation in risk level by industry
‐ No two industries share the same top five risks.

‐ Digital disruption varies widely as a risk, making the top 5 in only 2 of 7 industry 
categories: financial services and education.

‐ Climate change is not yet ranked as a top 5 risk for any industry.

• Data observations
‐ Risk level ranking for digital disruption ranges from a high of 51% in financial services to a 

low of 18% for manufacturing.

‐ Manufacturing ranks digital disruption lowest as a risk among the 7 industry categories, 
possibly reflecting a smaller digital footprint for the industry.
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Global Risk Levels – Region Comparisons

What are the top 5 risks your organization faces? 

Analysis

There is broad consensus 

worldwide about the four 

highest risk areas. However, 

each region also has some 

unique areas of concern.

5 highest risk areas per region

Note: If there is a tie for a top ranking, the tied percentages are shaded in a lighter color.
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Global Risk Level Analysis
General consensus about highest risks

• Highest risk areas globally
o Cybersecurity

o Business continuity

o Human capital

o Digital disruption 
(including AI)

• Regional concerns
o Africa – financial liquidity and fraud 

o Asia Pacific – market changes/ 
competition

o Europe – geopolitical uncertainty and 
regulatory change

o Latin America – geopolitical uncertainty 
and regulatory change

o Middle East – governance/corporate 
reporting

o North America – regulatory change and 
market changes/competition
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Emerging Risk 
Drivers
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Risk Drivers for Emerging Risks
Direct pressure and indirect pressure

Politics

Political priorities or trends related 

to the risk area

Social impact

Harm or benefit for people 

or society in general

Direct pressure Indirect pressure

Specific regulations and 

consequences for noncompliance

Regulations

Impact on revenues or assets 

(including fraud)

Financial impact

Business opportunity

Advantage for business, or 

risk of falling behind

Pressure from the public, the 

market/customers, or stakeholders

Public opinion
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Risk Drivers for Emerging Risks
Understanding direct and indirect influences

• Direct influence
o Regulations

o Financial impact

o Business opportunity

• Indirect influence
o Politics

o Public opinion

o Social impact

• Example: Climate change

o Direct influences: regulations and 
financial impact of extreme weather

o Indirect influences: politics, public 
opinion, social impact of extreme 
weather
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Audit Priorities
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Latin America Audit Priorities – Industry Comparison

What are the top 5 areas where internal audit spends the most time and effort?

Analysis

Audit effort varied across 

industries, reflecting the variance 

in risk levels.

5 highest audit priorities per industry
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Latin America Audit Priority Analysis
Audit priorities reflect wide variation of risk rankings

• Cyber ranked highest, climate change near the bottom
‐ Only cybersecurity ranked as a top 5 audit priority for all industries. 

‐ Digital disruption and climate change remain low audit priorities.

• Data observations
‐ Fraud was ranked as a top 5 audit priority for 7 out of 10 in wholesale/retail.

‐ Governance/corporate reporting is a high concern for public sector.

‐ Organizational governance ranks high for education.

‐ Supply chain is a top issue for manufacturing and mining/energy/water supply.
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Global Audit Priorities – Region Comparisons

What are the top 5 areas where internal audit spends the most time and effort?

Analysis

69% say cybersecurity is one of the 

5 areas where internal audit spends 

the most time and effort.

Other top priority areas are 

governance/corporate reporting 

(56% of respondents) and business 

continuity (55% of respondents).

5 highest audit priorities per region
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Global Audit Priority Analysis
Overall consistency with small differences per region

• Cybersecurity is a top 5 audit 
priority for 69% of respondents 

• Governance/corporate 
reporting (56% of respondents) 

• Business continuity (55% of 
respondents) 

• Comparatively low priority 
areas per region:
o Africa – regulatory change 

o Asia Pacific – financial liquidity 

o Latin America – governance/ 
corporate reporting 

o Europe – fraud 

o Middle East – regulatory change 

o North America – fraud
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Risk Compared to 
Priority
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Risk vs. Priority
Comparing risk levels and audit priority

• Orange text shows where audit priority 
is low, compared to risk:
o Geopolitical uncertainty (-25)

o Digital disruption (including AI) (-18) 

o Climate change/environment (-18)

o Human capital (-17)

• Blue text shows where audit priority is 
high, compared to risk:
o Financial liquidity (+16)

o Fraud (+20)

o Governance/corporate reporting (+28)
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Balancing Risk and Audit Priority
Understanding audit priority survey results

• Audit priority is contingent on how much action is possible for the organization 
and/or internal audit related to the risk. 

• For example, geopolitical uncertainty may be a top risk but not a top audit 
priority if there is little direct action that internal auditors can take related to 
that risk.

• Audit effort related to geopolitical uncertainty may be incorporated in related 
areas, such as business continuity, supply chain, etc.

• Audit priority results show the percentage who ranked a risk as one of the five 
where internal audit spends the most time and effort. (It is not the percentage of 
the audit plan.)
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Roundtable Insights: 

Digital Disruption 
(Including AI)
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Digital Disruption (Including AI) Perspectives
Artificial intelligence (AI) connects to many risk areas

01
The top risk areas negatively impacted by AI worldwide 

are cybersecurity, human capital, and fraud. 

02

Organizations feel the need to adopt AI to keep pace with 

competition. As AI is implemented, internal audit provides 

advisory services to set up processes and controls. After 

these are in place, internal audit provides assurance.

03

Some internal audit functions are finding ways to test AI 

and integrate it into internal audit processes. This helps 

internal audit build AI knowledge needed to provide 

assurance for their organizations.

75%

50%

48%

37%

36%

35%

36%

32%

23%

21%

13%

13%

12%

8%

3%

Cybersecurity

Human capital

Fraud

Communications/reputation

Organizational culture

Market changes/competition

Business continuity

Regulatory change

Governance/corporate reporting

Supply chain and third parties

Geopolitical uncertainty

Health and safety

Financial liquidity

Climate change/environment

Mergers and acquisitions

Global: Areas with Highest Levels of Risk 

Related to Artificial Intelligence
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Latin America Digital Disruption Perspectives
Based on regional roundtable discussions

• Keeping pace drives risk, heightens pressure
‐ Business and financial drivers define the risk in Latin America, particularly concerns about 

the costs of digital transformation.

‐ Lack of regulation, particularly in financial services, also drives the risk.

• Closing the gap in the digital divide
‐ Playing catch-up is especially challenging for industries that have relied little on 

technology in the past, particularly small, family-run businesses. 

‐ Less evolved academic infrastructure means fewer resources to train employees and 
improve digital literacy.
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Latin America – Digital Disruption
Audit considerations

• Increase digital skills on staff.
• Understand use of technology, including AI, within the organization. 
• Review the effectiveness of new technology implementation.
• Provide assurance on strategies, processes, and controls related to new 

technology. 
• Provide assurance for data governance and the quality of data being used in AI.
• Prepare to bring in outside experts for technology assurance as needed. 
• Consider using Agile methodologies to provide internal audit services faster. 
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Latin America – Digital Disruption
Advisory considerations

• Educate the board and management on the value of new technology and the 
importance of governance and controls.

• Educate board/management about AI’s impact on other risk areas.
• Provide advice on implementation of new technology. 
• Consider embedding internal audit team members within technology teams to gain 

knowledge of technology processes and facilitate reviews.
• Educate the board on what questions to ask management related to new 

technology and AI. 
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Latin America – Digital Disruption
Board considerations

• Learn about the opportunities new technology offers and the related risks. 
• Develop guidelines and ethical considerations for using new technology, including 

AI. 
• Work with executive management to establish strategy and governance for new 

technology use.
• Seek timely updates on new technology use and controls, especially in rapidly 

changing areas such as AI.
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Roundtable Insights: 

Climate Change
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Climate Change Perspectives
Climate change risks are expected to rise in all regions in the next 3 years

01

United States and Middle East currently rate 

climate change risks significantly lower than other 

world regions but expect risk to rise rapidly.

02

Internal audit involvement in climate change risks is 

driven by regulatory requirements and/or material 

impacts from extreme weather.

03

Greenwashing is a growing fraud risk in 

jurisdictions where regulatory requirements are in 

place and/or customers seek “green” businesses or 

investments.

9%
12%

25% 26%

29% 30%
33%

23%

32%

43%
47%

41%

46% 45%

U.S. Middle

East

Africa Asia

Pacific

Latin

America

Canada Europe

Global: Climate Change as a Top 5 Risk

Current In 3 years
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Latin America Climate Change Perspectives
Based on regional roundtable discussions

• Risk drivers for climate change
‐ Business continuity considerations and financial costs of climate change, particularly as 

the region is highly susceptible to climate-related shocks, are major considerations.

‐ Regulatory pressure is growing with sustainability initiatives.

‐ Impact on health and safety also make social considerations a driver in this area.

• Extreme weather
‐ Extreme weather conditions are already impacting business practices, from low water 

challenges in the Panama Canal to flooding events in Brazil.

‐ Working conditions and managing labor during and after extreme weather events add to 
business continuity and supply chain risks.
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Latin America – Climate Change
Audit considerations

• Provide assurance on business resilience and disaster response plans for extreme 
weather events.

• Seek training about climate change and sustainability compliance for staff so they 
can better understand risks.

• Stay abreast of new climate regulations and provide assurance on compliance 
efforts.
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Latin America – Climate Change
Advisory considerations

• Support short- and long-term climate change risk assessment and development of 
response strategies.

• Ask board/management, “What is the organization not doing that it should be?”
• Articulate climate risks in financial terms — costs, fines, sanctions.
• Provide overview of climate impacts on organizational productivity.
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Latin America – Climate Change
Board considerations

• Stay informed on business resilience and disaster response plans for extreme 
weather events.

• Have a clear understanding of the potential financial impacts of climate change.
• Set expectations for executive management and internal audit on testing of disaster 

recovery and business resilience plans.
• Develop strategy and set expectations for executive management and internal audit 

on sustainability efforts.  
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About The IIA
About The IIA
The Institute of Internal Auditors (IIA) is a nonprofit international 
professional association that serves more than 245,000 global 
members and has awarded more than 195,000 Certified Internal 
Auditor (CIA) certifications worldwide. Established in 1941, The IIA 
is recognized throughout the world as the internal audit profession’s 
leader in standards, certifications, education, research, and 
technical guidance. For more information, visit theiia.org.

About the Internal Audit Foundation
The Internal Audit Foundation provides insight to internal audit 
practitioners and their stakeholders, promoting and advancing the 
value of the internal audit profession globally. Through the 
Academic Fund, the Foundation supports the future of the 
profession through grants to support internal audit education at 
institutions of higher education. For more information, visit 
theiia.org/Foundation.

http://www.theiia.org/
https://www.theiia.org/Foundation
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Copyright Information

The IIA publishes this document for informational and educational purposes. This material is not 
intended to provide definitive answers to specific individual circumstances and as such is only 
intended to be used as a guide. The IIA recommends seeking independent expert advice relating 
directly to any specific situation. The IIA accepts no responsibility for anyone placing sole reliance on 
this material.

Copyright © 2024 by the Internal Audit Foundation. All rights reserved. For permission to republish, 
please contact Copyright@theiia.org.

Global Headquarters
The Institute of Internal Auditors
1035 Greenwood Blvd., Suite 401

Phone: +1-407-937-1111
Fax: +1-407-937-1101
Web: theiia.org/Foundation

mailto:Copyright@theiia.org
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