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M
oving From

 A
ud

its to Investigations



A
G

EN
D

A
•

Introd
uction

•
W

here to start 
 

•
Steps to take

•
N

ext steps
•

C
onnections  - W

ho to engage
•

C
onclusions



W
HAT TO

 EXPECT

Term
inology

Indicators
“Red Flags”

Investigation
Steps

Form
s of Fraud



IN
TRO

D
UC

TIO
N

▪
A

ud
it

▪
Pred

ica
te for 

investigation
▪

Fra
ud

▪
Investigation

▪
Evid

ence
▪

Securing custod
y of

        d
ocum

ents

Term
inology•

C
hain of custod

y for
          evid

ence
•

Interview
s

•
Resea

rch for inform
a

tion
•

C
om

m
unications

•
Reporting conclusions



M
IN

D
 SET





W
H

ERE TO
 STA

RT?



STA
RT W

ITH 
A

N
 A

UD
IT



D
EFIN

IT
IO

N
 O

F IN
T

ER
N

A
L A

U
D

ITIN
G

G
lobal Internal A

ud
it Stand

ard
s - IIA



C
O

M
PO

N
EN

TS O
F THE D

EFIN
ITIO

N


Helping the organization accom

plish its objectives


Evaluating & im
proving the effectiveness of risk 

m
anagem

ent, control, and governance processes


A
ssurance & advisory service designed to add value & 

im
prove operations


Independence & objectivity


A

 system
atic & disciplined approach



C
O

M
M

O
N

 M
ISPERC

EPTIO
N

S


Is a boring branch of A

ccounting


Is for nerds -  sitting behind a desk crunching num
bers


Is only after finding m

istakes


Is the “bad guy”


G
ets you in trouble

Auditing:



A
UDIT KN

O
W

LEDG
E, SKILLS, C

REDEN
TIA

LS


C
ontinuous learning


W

orking know
ledge of the  IIA

 G
lobal Internal 

A
udit Standards and other relevant standards


Interpersonal & com

m
unication skills


A

dvancem
ent – certification(s) & degrees


Proficiency 

Inquiry
O

bservation
Inspection

A
nalysis (trends, data, etc.)

G
athering inform

ation/data
Perform

ing direct tests of events &
       transactions



C
O

M
PETEN

C
IES N

EEDED TO
 EXC

EL A
S A

N
 IN

TERN
A

L A
UDITO

R
❖

Integrity – non-optional; honest & forthright
Passion – intense enthusiasm

 for the w
ork

W
ork Ethic – get the right things done the right w

ay
Sensitivity – aw

areness & response to others &  
                    conditions in environm

ent 

❖
Internal Auditing: Assurance & C

onsulting Services, R
eding, Sobel, et al.,©

 2007

C
uriosity – inquisitiveness

C
reativity – problem

-solving skills
Initiative – self-starter
Flexibility – adapt to new
                   challenges 
C

om
m

unicate – convey m
essage



FO
RM

S O
F IN

TERN
A

L A
UD

ITS


Interna
l a

ud
itors to check for 

com
pliance w

ith d
epartm

ent 
rules a

nd
 regula

tions


Q
ua

lity control a
ud

itors to check 
on prod

ucts


A
ccounts paya

ble a
ud

itors 
review

ing every tra
nsa

ction prior 
to paym

ent


Pricing a
ud

itors to ensure correct 
bills a

nd
 invoices


Specialized

 a
ud

itors to focus on 
particula

r business operations
 - Internal A

ud
itor’s M

a
nual &

 G
uid

e 1988



A
UD

IT D
UTIES

Duty

Exam
ine d

ocum
ents

A
sk questions from

 IC
Q

Interview
 aud

itees

A
nalyze d

ata

O
rga

nize w
orking papers

W
rite observations &

 find
ings

C
ond

uct entrance &
 exit conferences



W
O

RKPA
PERS

DO
C

UM
EN

T YO
UR STEPS



W
HA

T C
A

N
 G

O
 W

RO
N

G
?



FRA
UD

Know
 the Red

 Flags!



RED

BO
RRO

W
ING 

SM
ALL 

AM
O

UNTS O
F 

M
O

NEY

UNAUTHO
RIZED 

IO
Us

REW
RITING 

RECO
RDS UNDER 

THE GUISE O
F 

“NEATNESS”
REFUSING TO

 
TAKE 

VACATIO
NS

BRAGGING 
ABO

UT 
EXPLO

ITS

SHRINKING 
INVENTO

RIES O
F 

FO
O

D ITEM
S

LIVING 
BEYO

ND 
M

EANS

GETTING 
ANNO

YED AT 
REASO

NABLE 
Q

UESTIO
NS

M
ISCLASSIFICATIO

N IN 
FREE/REDUCED PRICE 

M
EALS

M
ISREPO

RTING O
F 

FO
O

D SPO
ILAGE

ALTERED 
DO

CUM
ENTATIO

N

M
ISREPO

RTING 
O

F FUNDS 
CO

LLECTED

SENSE O
F 

ENTITLEM
ENT

FLA
G
S

NUM
ERO

US 
CHANGE 
O

RDERS

GETTING 
ANNO

YED AT 
REASO

NABLE 
Q

UESTIO
NS



ELEM
EN

TS OF FRAUD



E
rrors



Irregularity



D
eceit, trickery, 

intentional actions



PO
LIC

Y D
IF – FRA

UD
  

      G
w

innett C
ounty Public Schools



➢
Secure the records 

➢
M

ake copies of the records
➢

B
e accessible to law

 enforcem
ent

•
Prepare to explain audit/investigation steps

•
C

larify points /answ
er questions

•
Prepare for court proceedings 

➢
U

pdate m
anagem

ent periodically on status
➢

Follow
 up w

ith H
um

an R
esources,  R

isk M
anagem

ent 
      and others



Suspicion of w
rongd

oing – notice is received
 

from
:

➢
 

 

N
otification of occurrence(s)

➢
  A

 hotline tip
➢

A
 tip from

 som
eone fa

m
iliar 

w
ith opera

tions
➢

A
  colleague

➢
A

 senior officia
l

➢
O

utsid
e the orga

nization



D
eploym

ent

A
 tea

m
 of a

ud
itors/investigators 

is assem
bled

 to brainstorm
/plan 

the need
ed

 steps for the 
investigation.

A
ssessm

ent is m
ad

e d
uring this 

step to d
eterm

ine if a form
al 

investigation is w
arranted

.



FIELD
W

O
RK PHA

SE



Field
 W

ork Phase
Initial coord

ina
tion should

 be m
ad

e w
ith senior officials 

tha
t a

n investigation has begun.  

This pha
se involves assigning staff various tasks including 

tea
m

s to:•
cond

uct interview
s 

•
ga

ther evid
ence

•
perform

 necessa
ry fa

ct-finding steps
•

secure d
ocum

ents a
nd

 equipm
ent

Im
portant note:  if the organization has a public 

inform
a

tion office/function, they should
 be notified

 a
nd

 
ca

n hand
le a

ny inquiries from
 m

ed
ia, etc. to ca

ution not 
to d

ivulge inform
a

tion prem
aturely about the process.



Field W
ork Phase

▪
Secure all necessary support d

ocum
ents

▪
Secure any equipm

ent as needed
▪

Secure location to restrict access if necessary
▪

O
bserve cond

ition of d
am

age (if necessary)
▪

O
bserve key areas of access and

 note d
eficiencies

▪
Id

entify key persons for interview
s and

 cond
uct 

interview
s

▪
N

ote other areas and
 cond

uct review
s



REV
IEW

 / 
EXA

M
IN

E a
nd

 
A

N
A

LYZE

•
Record

ers, 
•

Security ca
m

eras,
•

C
om

puter files  
•

D
ocum

ents
•

O
ther relevant inform

a
tion

Field W
ork Phase



•
C

ond
uct tests for 

a
ccuracy on 

d
ocum

ents
•

C
ond

uct 
reasonableness tests

•
Sort d

ocum
ents to 

d
eterm

ine if there are 
m

issing segm
ents

Field W
ork Phase



✓
Review

 and
 test transactions and

 related
 m

aterials for 
a

ccuracy
✓

A
na

lyze to d
eterm

ine if there is a
 clear sequence of 

events tha
t led

 to w
rongdoing

✓
Look into relevant d

ata to reconstruct events or 
pa

tterns
✓

Review
 interview

s for corroboration of facts
✓

C
ollaborate w

ith legal officials/law
 enforcem

ent 
w

hen appropriate

EXA
M

IN
A

TIO
N

 A
N

D
 A

N
A

LYSIS PH
A

SE



C
O

N
N

EC
TIO

N
S



C
onnections 

▪
Senior officia

ls
▪

M
id

 level m
a

nagers
▪

Public inform
a

tion office
▪

Hum
an Resources

▪
Legal D

epa
rtm

ent
▪

Interna
l Police 



C
A

SES 



D
A

ILY
 N

E
W

S
B

O
O

K
K

E
E

P
E

R
 C

H
A

R
G

E
D

 W
ITH

 S
C

H
O

O
L TH

E
FT

Lorem
 ipsum

 dolor sit 
am

et, consectetur 
adipiscing elit. 
Q

uisque m
ollis 

eleifend
 posuere. 

A
enean interdum

 
od

io neque, et 
ultrices lacus m

olestie 
at. Praesent porta 
tincidunt felis. 
Pellentesque nisi orci, 
pulvinar a volutpat 
sed, m

ollis et lectus. 
C

urabitur at tortor 
sed libero accum

san 
tem

por. C
lass aptent 

ta
citi sociosqu a

d 
litora

 torquent per 
conubia nostra, per 
inceptos him

enaeos. 
Integer ante lacus, 
cursus a gravida

 et, 
ornare eu nulla

.
   Lorem

 ipsum
 dolor 

sit am
et, consectetur 

adipiscing eli

Lorem
 ipsum

 dolor 
sit am

et, 
consectetur 
adipiscing elit. 
Q

uisque m
ollis 

eleifend
 posuere. 

A
enean interdum

 
oda

Lorem
 ipsum

 dolor 
sit am

et, 
consectetur 
adipiscing elit. 
Q

uisque m
ollis 

eleifend
 posuere. 

A
enean interdum

 
oda

Lorem
 ipsum

 dolor sit 
am

et, consectetur 
a

dipiscing elit. 
Q

uisque m
ollis 

eleifend
 posuere. 

A
enean interdum

 
odio neque, et 
ultrices lacus m

olestie 
at. Praesent porta 
tincidunt felis. 
Pellentesque nisi orci, 
pulvinar a volutpat 
sed, m

ollis et lectus. 
C

urabitur a
t tortor 

sed libero a
ccum

san 
tem

por. C
lass aptent 

taciti sociosqu a
d 

litora
 torquent per 

conubia nostra, per 
inceptos him

enaeos. 
Integer ante la

cus, 
cursus a gra

vida
 et, 

orna
re eu nulla

.
   Lorem

 ipsum
 dolor 

sit a
m

et, consectetur 
adipiscing eli

$24,576.25  loss
Lorem

 ipsum
 dolor sit 

am
et, consectetur 

adipiscing elit. 
Q

uisque m
ollis 

eleifend
 posuere. 

A
enean interdum

 
od

io neque, et 
ultrices lacus m

olestie 
at. Praesent porta 
tincidunt felis. 
Pellentesque nisi orci, 
pulvinar a volutpat 
sed, m

ollis et lectus. 
C

urabitur at tortor 
sed libero accum

san 
tem

por. C
lass aptent 

taciti sociosqu ad 
litora

 torquent per 
conubia nostra, per 
inceptos him

enaeos. 
Integer ante lacus, 
cursus a gravida

 et, 
ornare eu nulla

.
   Lorem

 ipsum
 dolor 

sit am
et, consectetur 

adipiscing eli

Lorem
 ipsum

 dolor 
sit am

et, 
consectetur 
adipiscing elit. 
Q

uisque m
ollis 

eleifend
 posuere. 

A
enean interdum

 
oda



R
e
s
u

l
t
s
:

•
Sentenced

 to 10 years 
probation

•
3 m

onths w
ork release 

program
•

3 m
onths electronic 

m
onitor/house arrest

•
$5,000 Restitution 

•
C

ourt fees a
nd

 fines



BOOKKEEPER ARRESTED
 FOR

 FELON
Y TH

EFT BY CON
VERSION





#
Deposit Date

Total Deposit
Currency Deposited

Checks Deposited
Currency Per RM

C
Checks Per RM

C
Difference in Cash Per 
RM

C &
 Cash Deposited

Difference in Checks 
Per RM

C &
 Checks 

Deposited

1
8/6/2008

$20,919.00
$0.50

$20,918.50
$4,325.00

$16,594.00
-$4,324.50

$4,324.50

2
8/20/2008

$28,952.60
$3,212.18

$25,740.42
$6,428.75

$22,523.85
-$3,216.57

$3,216.57

3
8/25/2008

$7,059.96
$5,114.46

$1,945.50
$5,817.60

$1,242.36
-$703.14

$703.14

4
9/4/2008

$8,258.77
$5,556.42

$2,702.35
$5,940.89

$2,344.88
-$384.47

$357.47

5
9/10/2008

$8,128.67
$3,862.17

$4,266.50
$6,812.75

$1,740.92
-$2,950.58

$2,525.58

6
9/15/2008

$14,876.84
$11,600.84

$3,276.00
$12,679.15

$2,197.69
-$1,078.31

$1,078.31

7
9/18/2008

$22,605.85
$11,350.35

$11,255.50
$13,541.85

$9,064.00
-$2,191.50

$2,191.50

8
9/24/2008

$2,669.39
$802.39

$1,867.00
$1,990.89

$678.50
-$1,188.50

$1,188.50

9
10/1/2008

$8,074.55
$5,297.46

$2,777.09
$5,110.05

$3,008.50
$187.41

-$231.41

10
10/6/2008

$6,097.38
$4,896.38

$1,201.00
$5,047.88

$1,064.50
-$151.50

$136.50



D
eposit for 8/6/2008

Total 
d

eposit:  
$20,919.00

N
O

TE:  D
eposit slips 

are d
ated

 Tuesd
ay 

8/5/2008 and
 

cleared
 the bank on 

W
ed

nesd
ay 

8/6/2008



Analysis of D
eposit 8/6/2008





D
eposit for 11/6/2008

N
O

TE:  The d
eposit slips are 

d
ated

  Frid
ay 10/31/2008 

but w
ere actually 

d
eposited

 on Thursd
ay 

11/6/2008

Total 
d

eposit: 
$13,110.74



D
eposit for 11/6/2008







D
etailed

 an
aly

sis sh
o

w
s:

•
The net d

ifferences of just the currency d
eposited

 = 
tota

l potential $$$ loss
•

C
oncealing loss w

ith substitution (la
pp

ing) of checks 
for ca

sh
•

C
hecks that perhap

s w
ere ca

shed
•

C
hecks from

 personal sources inserted
 for d

eposit
•

Tim
ing d

ifferences of d
eposits vs. supp

orting 
d

ocum
entation

•
M

a
nipula

ting (falsifying) sup
porting d

ocum
entation – 

cha
nging check am

ounts
•

C
ontinued

 pa
ttern of irregularities vs. isola

ted
 instance 

of error
 



In-d
epth aud

it proced
ures revealed

 tha
t the increa

se in 
checks a

ppea
red

 to be im
properly m

a
na

ged
 through a 

com
bina

tion of the follow
ing:

•
Fa

ilure to record
 all received

 checks on RM
C

s, 
•

M
a

nipula
ting the tim

ing in w
hich checks w

ere subm
itted

 
for d

eposit in the bank by send
ing som

e checks in for 
d

eposit w
hen received

, but later including the correlating 
RM

C
s in d

eposits that reported
 those checks, and

•
Record

ing d
ifferent check am

ounts on RM
C

s rather than 
the a

ctua
l a

m
ount of the checks. 

EXC
ERPT:   Sp

ecial Investigation  Report  0640-02-10
 

 
N

ovem
ber 19, 2010



R
e
s
u
l
t
s
:

•
Sentenced

 to 20 years 
probation

•
36 m

onths house arrest
•

$90,000 Restitution 
•

C
ourt fees and fines



N
EXT STEPS



▪
D

raft a report
▪

Review
 the report w

ith 
appropriate officials

▪
C

om
m

ents – send
 to 

appropriate persons to 
review

▪
Finalize report and

 
release.

REPO
RT PHA

SE



C
O

N
C

LUSIO
N

S



55

G
lenda O

strander, C
IA

, C
G

A
P, C

FE
, C

G
FM

, C
R

M
A

R
etired D

irector of Internal A
udit

G
w

innett C
ounty Public Schools

Phone:  850.508.2953
E

m
ail:  david233@

aol.com

Please contact m
e if you need additional inform

ation:


