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What is the State of Cybersecurity?

Source: ISACA’s State of Cybersecurity 2025 Global Report.  
Infographic.  Released on September 29, 205.



Cyber Incidents/Events in Georgia



Source:  IIA Global Risk in Focus (2026)





Current Audit Effort vs. Future Audit Effort 
(North America)

• Overwhelmingly, CAEs chose cyber security as a top five area for internal audit effort (84%)
• Second place is held by governance/corporate reporting, but this area is expected to 

decrease in the future.

Current 
Effort

Future 
Effort

What are the top five risk on which audit 
spends the most time and effort?

What are the top five risk you expect internal audit 
to spend the most time and effort addressing three 
years from now?

OCIG Cyber Pathways



The Florida IG Act of 1994 

• Conduct audits, investigations, 
inspections, reviews 
• Fraud, waste, abuse, economy & 

efficiency of government operations
• Develop annual and long-term internal 

audit plans
⚬ Including a specific cybersecurity 

audit plan (HB 1297 in 2021)
⚬ Based on periodic risk assessments 

(of agency programs, operations, 
funding, etc.)

⚬ Conducted in accordance with 
professional standards (IIA’s Red 
Book, AIG Green Book, Yellow Book)

• Have staff with IT auditing experience
• Report results to appropriate parties
• Make recommendations for 

improvement
• Refer criminal matters to law 

enforcement

Section 20.055, F.S. requires Inspectors General to:



FY 24/25 OCIG Cyber Pathways



$1M Annual Budget for CIG Cyber Pathways Program 

Florida Offices of Inspectors General adopted a multi-featured cyber resilience pathways 
program supported by the Office of the Chief Inspector General. This program created 
“pathways” to cyber competency and to fulfill expectations associated with amendments to 
the Florida IG Act in 2021 (HB 1297) that requires an annual specific cyber audit plan.

The Cyber Pathways Program includes the following: 
1.  Training on Auditing or Investigating Cybersecurity Issues 
2. Tools to Improve the Process
3. Audit Enablement through Subject Matter Expert Advisory Services

The Cyber Pathways Program equips State Agency Offices of Inspectors General staff with 
the fundamentals required to audit, investigate, inspect, and review cybersecurity risk 
management and cybersecurity operations, and assess agency compliance with 
government requirements such as NIST while following professional auditing standards.



Benefits of the  Cyber Pathway Program

More effective cybersecurity auditing Reduced need for staff augmentation to perform 
cybersecurity audits

More Effective Investigations More strategic awareness of agency’s IT operations 
and enterprise security governance

Enhanced skillset, better ability to assess risk, 
evaluate internal control, and abiliy to add value to 
the agency

Better ability to identify fraud, waste, and abuse 
throughout the enterprise

Ability to assess threats and vulnerabilities to state 
information technology resources

Building a culture of security within state agencies

Increased compliance with cybersecurity rules, 
regulations, and governing directives

Enhanced technological defenses against cyber 
threats

Better governance, increased value to state agencies, 
more secure continuity of operations

Ensure the integrity of state resources and mitigating 
the risk of leaks and breaches throughout the 
organization

Enhanced compliance with required professional auditing standards (Standards 3.1 (Competency), 7.2 
CAE Qualifications), 8.2 (Resources), 10.2 (HR Management), 13.4, 9.4, 13.2, 13.6, 14.6) requiring 

consideration of cybersecurity risks in planning and performing audit engagements.
FY 24/25 OCIG Cyber Pathways



Function

Asset Management
Business Enviroment
Governance
Risk Assessment
Risk Management Strategy

Data Security
Information Protection Processes and Procedures

Protective Technology
Anomalies and Events
Security Continuous Monitoring
Detection Processes
Response Planning
Communications
Analysis

Improvements
Recovery Planning

ID.AM
ID.BE
ID.GV
ID.RA
ID.RM
ID.SC

PR.AC
PR.AT
PR.DS
PR.IP

PR.MA
PE.PT
DE.AE
DE.CM
DE.DP
RS.RP
RS.CO
RS.AN
RS.MI
RS.IM
RC.RP
RC.IM
RC.CO

Identify

Protect

Detect

Respond

Recover

ID

PR

DE

RS

RC

Function 
Identifier

Category 
Identifier

Supply chain Risk Management
Identity Management and Access Control
Awareness and Training

Maintenance

Mitigation

Improvements
Communications

Florida OCIG Enterprise Cybersecurity Audits Completed 
The Florida Cybersecurity Standards are based on the NIST Cybersecurity Framework (CSF) and is in sync with the 
CSF version 1.1 .  These are being updated to 2.0.

Updated as of FY 24/25 OCIG Cyber Pathways

FY 24/25 ID.AM - Asset 
Management

FY 22/23 PR.AC – Identity and Access 
Controls

FY 21/22 DE. CM – Security Continuous 
Monitoring 

FY 23/24 VARIOUS – Incident Response, 
Recovery, and Reporting 

FY 25/26 PR.DS – Data Protection and 
Security



Highlights from Cybers Pathways 
Training Sessions 

The OCIG has trained over  736 Unique Attendees – included over 100 unique attendees thus 
far in FY 25/26

Attendees have included those not only from Executive Agency OIG staff (Management, 
Admin Staff, Auditors, Investigators), but also all Agency OIG staff, Local IG Offices, University 
IG Staff, Water Management Districts, Clerks of Courts IG Offices, Agency CIOs, Agency ISMs, 
Other IT Staff.

22,480.25 Hours of Training provided since program inception in FY 21-22

56 training session provided thus far. Courses have included Cyber Fundamentals (2-Day), 
Risk Management Framework Introduction, FBI Bootcamp, Cyber Investigations, Auditing the 
Cybersecurity Program, Privileged Account Management, and certification courses (CISA, 
CGEIT, etc.)

OCIG Cyber Pathways Metrics as of November 2025
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IIA Foundation, Current Degree of AI 
Implementation and 4 Use Cases

• Internal Audit Foundation Publication Demystifying AI 
details 4 internal audit use cases for applying new 
technology:

• Enthusiast
• Protector
• Explorer
• Sage



AI Governance and Environment







Integrating AI & Cyber Training to Meet 
Evolving Oversight Demands

Why It Matters:
• Cyber threats are growing in complexity and frequency.
• Florida statutes 20.055(6)(i) and 282.318, require annual cybersecurity audits 

aligned with NIST and Rule 60GG-2
• AI tools and cyber training are essential to modernize IG audit and investigative 

functions.

Opportunities for Integration:

  AI in Audit & Investigations
• Automate data analysis, risk detection, and report generation
• Use tools like Microsoft Copilot and Google Gemini to streamline workflows
• Enhance fraud detection and pattern recognition in large datasets

  Cybersecurity Training
• Upskill IG staff in NIST-aligned frameworks
• Leverage micro-trainings and simulations for incident response
• Align training with Florida’s Rule 60GG-2 cybersecurity standards

  Strategic Benefits:
• Improves audit quality and investigative accuracy
• Builds internal capacity to meet statutory mandates
• Enhances readiness for emerging cyber risks and compliance reviews



OCIG AI  Prompt Library
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Thank you!
Steven Henry, Director of Auditing

(850) 717-9264 


