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KPMG's journey to transform the
Ethics & Gompliance program



Ourjourney to transform our Ethics & Compliance program

= SEC Order of June 2019

* [Investigation

= Qutcomes

* Transformation of the firm’s E&C program



03
Regulatory expectations



DoJregulatory guidance summary”

Periodically assess the risk of criminal conduct and take
appropriate steps to design, implement, or modify each requirement

Risk Assessment Process [of the compliance program] to reduce the risk of criminal conduct”

Ensure that the company has identified, assessed, and

defined its risk profile (i.e., size, industry, geographic footprint,

regulatory landscape, and other factors, both internal and

q q external to the firm’s operations, that might impact its

Risk-Tailored Resource compliance program), and the degree to which the program
Allocation devotes appropriate scrutiny and resources to the spectrum of

risks.

Consider “[t]he effectiveness of the company’s risk

assessment and the manner in which the company’s

. . compliance program has been tailored based on that risk

Updates and Revisions assessment” and whether its criteria are “periodically

updated.”

Consider, as an indicator of risk-tailoring, “revisions
to corporate compliance programs in light of lessons
learned.”

Lessons Learned

*as per Evaluation of Corporate Compliance Programs by U.S. Department of Justice, Criminal Division, updated March 2023

kpMG
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Elements of a High Quality
Program - ECIperspective



Elements of a high quality program (Ethics & Compliance Initiative)

Key objectives are aligned with all five principles of a High-Quality Program (HQP) as
defined by ECI

Principle 1: Principle 2: Principle 3: Principle 4: Principle 5:
Strategy Risk Management Culture Speaking Up Accountability
Ethics and Ethics and Leaders at all The firm The firm takes
compliance is compliance risks levels across the encourages, action and holds
central to the are identified, firm build and protects and itself
firm’s business owned, managed sustain a culture values the accountable
strategy. and mitigated. of integrity. reporting of when

concerns and wrongdoing

suspected occurs.
wrongdoing.

Objectives are also aligned with DOJ regulatory guidance on the evaluation of corporate compliance programs, specifically guidance on how the
firm has “identified, assessed, and defined its risk profile, and the degree to which the program devotes appropriate scrutiny and resources to the
spectrum of risks.”

2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent membel 8
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved
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Highlights from 2023
KPMG Surveys



KPMG 2023 Chief Executive Officer Outlook™

CEOs remain
confident
in growth

prospects of the
economy, but
confidenceis
more subdued
when it comes
to the growth
prospects

of their

companies.

CEO confidence in the The disruptive risks and structural
growth prospects of: changes CEOs see:
THEIR THE U.S. THE TOP RISKS - :
Geopolitics and Emerging/
COMPANY ECONOMY GLOBAL posing greatest 52 = : :
ECONOMY threatstogrowth | Political Uncertainty ‘ Db al Gty S
\‘%ﬁ X @% STRUCTURAL
civces | §0% | T1% 16%
impacting . X
organizational Cost of Regulatory Disruptive
growth Living Demands Technology
95% in 2022

The ninth edition of the KPMG CEO Outlook—which surveyed 1,325 CEOs between Aug. 15 and Sept.

15, 2023—provides unique insight into the mindsets, strategies and planning tactics of CEOs globally. All

respondents led organizations with annual revenues exceeding $500 million, and over one-third had more

than $10 billion in annual revenue. The U.S. part of the survey is composed of 400 U.S. CEOs. They came

from companies with at least $500 million in revenues, with 36% representing companies with revenues

of at least $10 billion and 11 industry sectors (asset management, automotive, banking, consumer and

retail, energy, infrastructure, insurance, life sciences, manufacturing, technology and telecommunications).

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member 10
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KPMG 2023 CEO Outiook
Gonclusion

Confidence and growth

Increased disruption and structural changes to the economy are compounding
risks, requiring CEOs to move forward with long-term growth strategies,
while remaining agile to take advantage of new opportunities and respond to
unforeseen challenges.

{:‘C% DisruptivetechandgenAl

Generative Al is accelerating innovation and creating new opportunities,
but CEOs understand they must engage their workforce to drive ethical
and effective use of the technology. With the right governance, policies and
controls, organizations can move faster and scale with confidence.

CEOQOs are fully embracing ESG to create value, but complicated supply chains,
talent shortages and a complex reporting environment are challenges. Failure to
act could mean missing out on top talent and giving competitors an edge.

{7) Talent and culture

Talent and culture are more important than ever. CEOs must foster ethical
cultures that embrace change, innovation and smart risk-taking to drive
growth. Ethical cultures also improve operational resilience and accelerate
transformation. CEOs want more in-person work, but return-to-office
strategies cannot be one-size-fits-all — they require a deep understanding of
employee dynamics and impediments.

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member 1 1

firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved



KPMG 2023 Chief Risk Officer Survey” - Highlights

De-risking

[j :] Of the four top future
~ /N challenges that risk

executives identified, they
feel least prepared to address
economic downturn/recession
and geopolitical risks while they
feel slightly more prepared for
regulatory/compliance risks.

Risk leaders are
far more confident
about their ability to handle
cybersecurity threats/data
breaches today. But they cited
this as their second-leading risk
challenge and 53% consider
cybersecurity measures a
priority risk area to modernize.

A 4
‘I

[ §
Growthor
strategic chiange

82% of CROs say
oog they have a high
level of support from the
C-suite in terms of sufficient
budget and attention to risk
management.

Risk activities set

to be strengthened
most over the next 2
years: Emerging risk and
trend analysis, risk strategy
alignment with the business,
and data analytics and
predictive modelling.

4

4

g

complance
risk

Q Regulatory/
==\) compliance issues
are the biggest expected risk

management challenges in the
next 2-5 years.

Regulators/

é government agencies
and stakeholders/investors
are creating the most
pressure and interest around
risk management.

£

Effectiveness <
and efficiency

88% of companies will
_Ijﬁ_ increase risk management
budgets by at least 5% in the next
12 months.

{El Artificial Intelligence (Al)/
Machine Learning (VL)

are by far the most vital

digital tools to accelerate risk

management processes now and

in 2-5 years, followed by cloud and

cyber solutions.

(@ The top measures cited
for empowering risk *
teams: Improving data, analytics
and visualizations/dashboards;
increasing training for employees
in targeted areas; and increasing
diligence in policy management,
controls, and employee
accountability.

Cost takeout

The top areas
.. .' organizations will
consider outsourcing/
co-sourcing: Strategic risk
management and planning;
financial risk analysis, including
market, liquidity, and credit
risks; cyber security and
threat protection services;
and technology-driven risk
management, such as Al/ML
implementation and oversight.

KkPMG

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved
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KPMG 2023 Chief Risk Officer Survey” - Highlights

What do you think are the biggest challenges your organization will face within the next 2-5 years?

Regulatory changes and compliance issues 39% 50% 45% ‘ 39% 46% 38% 42%

Cybersecurity threats 37% 22% 41% ‘ 17%_‘ 49% 38%
. . 0, o, 0, '3 o, 0
Economic downturn or recession 39% 37% 30% [21% 34% 34% [JREYA

Geopolitical risks 32% 30% 33% ‘ 29% . 27% 32% 31%

Evolving export controls and sanctions

vaqutations TR 37% @ 30% [32% | 34% 19% [liyA

Market risks 24% 17% 23% ‘20%‘ 27% 31% 25%

Business resiliency [EZARFZMELVE 0 WEAVIVE 25%
Technological disruptions [RANINA/EFEY (| BT 32% WlyA

Reputational damage [ANRES IPIEY ‘ 29%  27% | 23%

Supply chain disruptions [N NE=Y 0 w5 1N%

HMC&R MWENRC HEMHCLS BIM HETMT MFS

Notes: N = 390. Industries surveyed: Consumer and Retail; Energy, Natural Resources & Chemicals; Healthcare and Life Sciences;
Industrial Manufacturing; Technology, Media & Telecommunications; and Financial Services. Multiple select: Select up to 5, Only the 2023 KPMG Chief Risk Officer Survey
top 10 options selected by respondents have been displayed in this graphic

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member 13
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved



KPMG 2023 Chief Risk Officer Survey” - Highlights

C-suite support for risk management

How would you rate the level of support the risk function receives
from the C-suite and senior management, in terms of sufficient
budget, C-suite attention to support risk management efforts, and
overall alignment of the risk management business strategy?

L 7. level of
15% ow level of support

26%
Very high level
of support

Moderate level
of support

06%

High level of support

KkPMG

Four out of five CROs (82%) say they have a
high level of support from the C-suite in terms
of budget and attention to risk management.

Most of those who lack support say they want
greater alignment of risk management to
business strategy.

14



KPMG 2023 Chief Risk Officer Survey” - Highlights

Strategies to alignrisk and strategic goals of the business

Looking ahead over the next 2-5 years, what can your organization do to effectively align or continue to ° Top th ree strategies risk Ieaders th|nk can
align risk objectives to the strategic goals and priorities of the business? . . . .
better align risk with strategic goals:

Top 3 strategies to effectively align risk objectives with the strategic goals

— Training and resources
00% 47% 47% 9 ang Tesotrees
— Learn from risk mitigation successes

Provide training and resources Analyze risk mitigation Foster a strong risk and - FOSter a Strong Compllance CUItU re
for employees on risk successes and update the compliance culture as part
management and corporate corporate strategy accordingly  of enterprise-wide strategy

strategy alignment

45% 45@ 40@ 29%

Better embed risk with Establish a risk Increase use of Elevate risk
business strategy governance structure technology management
that includes corporate and/or Al engagement at the
strategy oversight board level

kPG 15



KPMG 2023 Chief Ethics & Compliance Officer Survey *

Keyfindings

A H

Pressureson Topcompliance = Topcompliance = Sustainability/ Topcompliance FGompliance
compliance challenge focus ESGcompliance  areatoenhance WOrKIoIce

48%

expect the level of the responses are targeting have not yet started expect an increased expect an

of focus on indicate new compliance around implementing technology budget. increase in the
compliance to regulatory industry-specific Sustainability/ number of FTEs
increase based requirements as regulations as the ESG in their in the next year.
on regulatory the top compliance most critical area compliance program.

expectations and challenge their to improve.

scrutiny. organization is facing.

The KPMG 2023 Chief Ethics & Compliance Officer Survey draws on the perspectives of 240 CECOs representative of the largest companies operating in six industry sectors to provide insights into their current
and two-year outlook on key areas of ethics and compliance focus, including regulatory complexity, operational challenges, driving an ethical firm culture, sustainability/ESG, and evolving technology.

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved



KPMG 2023 Chief Ethics & Compliance Officer Survey *

Pressures on compliance from Boards andregulators

Key Findings: Most CCOs expect the focus on Compliance to increase based on increasing regulatory expectations and scrutiny, with the greatest
pressure to enhance coming from their boards and regulators.

Level of compliance focus: Nearly three-fourths of
CCOs (73%) note increasing regulatory expectations and

scrutiny. (Figure 1)

Figure 1
7%
2% Significant
Decrease increase
25%
Remain
constant

Increasing regulatory
expectations/scrutiny,

66%
Increase

Pressure to Enhance Compliance: While overall CCOs say they feel the most pressure to enhance Compliance from
their boards (53%) and regulators/examiners (49%) (Figure 2), there are clear industry stakeholder differences. (Figure 3)

* Board: #1 for HCLS, IM, C&R, and ENRC.
* Regulators/Examiners: #1 for FS and TMT.

Figure 2

Board

83%
Regulators/Examiners
49% [ [ Cese
Investors/Shareholders

9% o e oo ®
Employees

36% e ® oo o

Customers

34% e o of °
Sacial policy/Public perception

21% e ) ]

0% 10% 20% 30% 40% 50%

Overall @HCLS @FS @TMT @®IM @C&R @ENRC

(Respendents could choose one or more. Industry acronyms defined on page 20.)

©2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All right ved

Figure 3

HCLS 1 2 4 s 5 .

B8 z ! 8 4 5 6

T™T 5 1 2 a 6 5

M 1 2 5 4 % 5

C&R 1 4 e 5 o .

70% _ _ | |
ENRC 1 5 (tie) 2 3 (tie) 3(tie) | 5 tie)

(Ranked highest to lowest.)

17



06

Ethics & Integrity Risk
Assessments



Purpose of the Ethics Risk Assessment

Enable leadership to understand and focus attention on key ethics risks and manage those
risks within the firm's risk tolerance

Benefits of an Ethics Risk Assessment

» Provides an early warning process for detecting compliance and ethics threats

» Allows companies to correct identified problem areas before they are discovered by regulators,
clients, investors, or the media

» Enables the organization to revise policies, procedures, training, and monitoring in key areas to
address potential red flags

» Improves decision-making by providing leaders with critical information on compliance risks and
mitigation strategies

* Demonstrates to regulators a proactive approach to compliance and thereby meet a due diligence
element of an effective compliance and ethics program

KPMG 10



KPMG's journey - EGC RAGER Mission & History

Our mission is to enable the firm’s leadership to understand the firm’s ethical risk profile and corresponding mitigation
and management activities.

RACER’s objectives to support that mission include:
» Support firm leadership in the identification, mitigation and monitoring of ethics* and integrity risks;

* Provide advice, counsel and expertise to support Risk Owners in managing ethics risks.

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member 20
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.



Firmwide risk assessment design

The FIRM approach utilizes the ISO 31000 Standards as the steppingstones for design, layering on the methodology of risk management
processes currently in place throughout KPMG as well as several key enablers, to ensure the successful implementation of this program.

: SR : : Risk Risk

Risk Identification Risk Analysis
. . Response Response

> EL LIS >> Identification >> Analysis >

Response

Rating
Scales

Scope, Context, Criteria

Risk Assessment

Assessment Risk
Areas Registers

Risk Identification Prioritization RTP

Methodology Templates

Monitoring & Review

Risk Rating
Scales

Responses/

Risk Evaluation Controls

Communication & Consultation

Firmwide
Risk
Taxonomy

Entity

Risk Treatment Structure

Recording & Reporting

eGRC Tool Enablement

Risk Assessment Capability Hub

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member 21
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved



@ Ethics Risk Assessment Gontributors

RACER sought the input of over 82 individuals from across the

business, including:

27 Risk Owners &
Delegates

* Audit, Tax and Advisory

representatives, Risk Management;
LRC, Finance & Accounting; Digital

Nexus, Talent & Culture

21 Workshop Participants

All client facing functions, functional
risk management, and supporting
departments such as Legal
Regulatory Compliance, Finance &
Accounting, Talent & Culture, and
Operations

38 Culture Champions

+ 10 levels (EA through partner) across
all 4 functions

kpmc
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Ethics Risk Assessment

Execution of the annual Ethics Risk Assessment (ERA) to understand the firm’s ethics risks and the adequacy of key
controls that mitigate those risks, including risk mitigation plans related to priority ethics risks.

* FY23 ERA consisted of three distinct phases:

= Phase 1§

1. Risk Owners confirmed or revised:
» Assigned risk statement(s)
* Key control inventory

12/15/22 — 2/21/23

1.

Risk Owners provided:

Proposed FY23 Ratings for assigned
Ethics Risk

Additional risks to be considered for
the Ethics Risk Register

1. ERA workshop Participants:

Validated proposed risk owner
updates and prioritization
Determined if any additional risks
should be added to the Ethics Risk
Register

2/22/23 — 4/29/23

4/30/23 — 6/29/23

| _Phase3 4
Q,

1. Risk Owners reviewed risk prioritization and
considering risk appetite

2. Risk owners updated Risk Mitigation Plans, as
required

6/30/23 — 9/15/23

23



KPMG Insights: The future of compliance

Compliance programs should follow a sound compliance framework, with governance, culture andrisk
assessments as foundational elements.

Governance
and culture

Compliance risk
assessment

People, skills,
and due diligence
accountabi

Policies and
procedures

Communication

and training

Technology and
data analytics

Monitoring
and testing

Issues mgmt. and
investigations

Reporting

Are the board and committee(s) regularly updated on regulatory and compliance changes including regulatory examination and
enforcement expectations?

Does the risk assessment incorporate both qualitative and quantitative data/inputs?
Based on the assessment, are sufficient economic, technological, and human resources allocated to compliance?

Are roles and responsibilities clearly articulated and does the company demonstrably show that compliance responsibilities matter (e.g.,
performance reviews, compensation impacts)?

Are disincentives built into the incentive plans to discourage misconduct?

Do written policies and procedures reflect actual practice?
Are written policies and procedures regularly reviewed and updated for changing compliance concerns, such as sustainability and models/Al?

Is there a compliance training program that includes an annual and formalized training calendar?
Is compliance training sufficiently tailored to individuals’ roles and responsibilities?

How does the organization leverage data to support Compliance risk assessments, monitoring and surveillance methodologies, and transaction
and control testing?

Does the organization have the policies, procedures, and technology in place to ensure emerging technologies are implemented responsibly
(e.g., considerations around Al security, ethics and governance, etc.)?

Is risk-based assessment and testing of third-party relationships for compliance with regulatory requirements and organizational policies
adequately assessed in due diligence and conducted via ongoing monitoring/testing?

Are protocols established for handling data and evidence (documentary and digital), as well as resolution, communication, and disclosure?
Does the review or investigation include root cause analysis and “lessons learned” protocols?

Are key performance indicators (KPIs) used to monitor compliance with regulations and compliance effectiveness?
Are compliance key risk indicators (KRls) established and tracked regularly, and do they link to the organization's risk appetite/tolerance levels?

© 2023 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved

Governance

andculture
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KPMG

Some or all of the services described herein may not be permissible
for KPMG audit clients and their affiliates or related entities.

¥lin| {[Go

kpmg.com/socialmedia

The information contained herein is of a general nature and is not intended to address the circumstances of any
particular individual or entity. Although we endeavor to provide accurate and timely information, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the
future. No one should act upon such information without appropriate professional advice after a thorough
examination of the particular situation.
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global organization.



