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 SEC Order of June 2019
 Investigation
 Outcomes
 Transformation of the firm’s E&C program

Our journey to transform our Ethics & Compliance program



Regulatory expectations
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DoJ regulatory guidance summary*

*as per Evaluation of Corporate Compliance Programs by U.S. Department of Justice, Criminal Division, updated March 2023

Risk Assessment Process

Risk-Tailored Resource 
Allocation

Updates and Revisions

Lessons Learned

Periodically assess the risk of criminal conduct and take 
appropriate steps to design, implement, or modify each requirement 
[of the compliance program] to reduce the risk of criminal conduct”

Ensure that the company has identified, assessed, and 
defined its risk profile (i.e., size, industry, geographic footprint, 
regulatory landscape, and other factors, both internal and 
external to the firm’s operations, that might impact its 
compliance program), and the degree to which the program 
devotes appropriate scrutiny and resources to the spectrum of 
risks.

Consider “[t]he effectiveness of the company’s risk 
assessment and the manner in which the company’s 
compliance program has been tailored based on that risk 
assessment” and whether its criteria are “periodically 
updated.” 

Consider, as an indicator of risk-tailoring, “revisions 
to corporate compliance programs in light of lessons 
learned.”
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Elements of a high quality program (Ethics & Compliance Initiative)
Key objectives are aligned with all five principles of a High-Quality Program (HQP) as 
defined by ECI

Objectives are also aligned with DOJ regulatory guidance on the evaluation of corporate compliance programs, specifically guidance on how the 
firm has “identified, assessed, and defined its risk profile, and the degree to which the program devotes appropriate scrutiny and resources to the 
spectrum of risks.”

Principle 5: 
Accountability

The firm takes 
action and holds 
itself 
accountable 
when 
wrongdoing 
occurs.

Principle 2: 
Risk Management

Ethics and 
compliance risks 
are identified, 
owned, managed 
and mitigated.

Principle 1: 
Strategy

Ethics and 
compliance is 
central to the 
firm’s business 
strategy.

Principle 3: 
Culture

Leaders at all 
levels across the 
firm build and 
sustain a culture 
of integrity.

Principle 4: 
Speaking Up

The firm 
encourages, 
protects and 
values the 
reporting of 
concerns and 
suspected 
wrongdoing.



Highlights from 2023 
KPMG Surveys
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KPMG 2023 Chief Executive Officer Outlook*
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KPMG 2023 CEO Outlook
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KPMG 2023 Chief Risk Officer Survey* - Highlights

* From July to September 2023, KPMG conducted an online survey of 390 enterprise risk officers representing U.S. organizations across six industry sectors with at least $4 billion in annual sales or $25 billion in 
assets under management.  The research was designed to track trends in enterprise risk management and provide an outlook on the future of the enterprise risk function.  Survey questions explored risk officer 
views on current and expected trends in: risk and readiness; activities and investments; roles and approaches; and maturity and modernization.
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KPMG 2023 Chief Risk Officer Survey* - Highlights
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• Four out of five CROs (82%) say they have a 
high level of support from the C-suite in terms 
of budget and attention to risk management.

• Most of those who lack support say they want 
greater alignment of risk management to 
business strategy.

KPMG 2023 Chief Risk Officer Survey* - Highlights
C-suite support for risk management
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• Top three strategies risk leaders think can 
better align risk with strategic goals:

‒ Training and resources
‒ Learn from risk mitigation successes
‒ Foster a strong compliance culture

KPMG 2023 Chief Risk Officer Survey* - Highlights
Strategies to align risk and strategic goals of the business
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KPMG 2023 Chief Ethics & Compliance Officer Survey *
Key findings

The KPMG 2023 Chief Ethics & Compliance Officer Survey draws on the perspectives of 240 CECOs representative of the largest companies operating in six industry sectors to provide insights into their current 
and two-year outlook on key areas of ethics and compliance focus, including regulatory complexity, operational challenges, driving an ethical firm culture, sustainability/ESG, and evolving technology.
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KPMG 2023 Chief Ethics & Compliance Officer Survey *
Pressures on compliance from Boards and regulators



Ethics & Integrity Risk 
Assessments
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Purpose of the Ethics Risk Assessment
Enable leadership to understand and focus attention on key ethics risks and manage those 

risks within the firm's risk tolerance

Benefits of an Ethics Risk Assessment

• Provides an early warning process for detecting compliance and ethics threats
• Allows companies to correct identified problem areas before they are discovered by regulators, 

clients, investors, or the media
• Enables the organization to revise policies, procedures, training, and monitoring in key areas to 

address potential red flags
• Improves decision-making by providing leaders with critical information on compliance risks and 

mitigation strategies
• Demonstrates to regulators a proactive approach to compliance and thereby meet a due diligence 

element of an effective compliance and ethics program
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KPMG’s journey – E&C RACER Mission & History
Our mission is to enable the firm’s leadership to understand the firm’s ethical risk profile and corresponding mitigation 
and management activities. 

RACER’s objectives to support that mission include:
• Support firm leadership in the identification, mitigation and monitoring of ethics* and integrity risks;
• Provide advice, counsel and expertise to support Risk Owners in managing ethics risks.
• Conduct testing and periodic monitoring to provide reasonable assurance to stakeholders (risk owners, control 

owners, firm leadership) on risk mitigation activities.
• Apprise senior leadership of the state of the firm’s ethics risk profile;
• Support the firm’s integrated risk management activities; and
• Incorporate the firm’s ethical culture and values into our day-to-day business decisions and activities.

*An “Ethics Risk” is the risk that KPMG personnel may act unethically, unlawfully or inappropriately in their performance of 
professional services or otherwise fail to comply with professional standards related to ethics and integrity.
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Risk Identification Risk Analysis

eGRC Tool Enablement

Risk 
Evaluation

Risk 
Registers

Firmwide 
Risk 

Taxonomy

Assessment 
Areas

Entity 
Structure

Risk Analysis Response 
Identification

Response 
Analysis

Risk Rating 
Scales

Risk 
Treatment

Response 
Rating 
Scales

RTP 
Templates

Prioritization
Methodology

Responses/ 
Controls

Risk Assessment Capability Hub

The FIRM approach utilizes the ISO 31000 Standards as the steppingstones for design, layering on the methodology of risk management 
processes currently in place throughout KPMG as well as several key enablers, to ensure the successful implementation of this program.

Firmwide risk assessment design
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Ethics Risk Assessment Contributors

RACER sought the input of over 82 individuals from across the 
business, including:

27 Risk Owners & 
Delegates
• Audit, Tax and Advisory 

representatives, Risk Management; 
LRC, Finance & Accounting; Digital 
Nexus, Talent & Culture

21 Workshop Participants
All client facing functions, functional 
risk management, and supporting 
departments such as Legal 
Regulatory Compliance, Finance & 
Accounting, Talent & Culture, and 
Operations

38 Culture Champions
• 10 levels (EA through partner) across 

all 4 functions
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Ethics Risk Assessment

Phase 1

12/15/22 – 2/21/23 

1. Risk Owners confirmed or revised:
• Assigned risk statement(s)
• Key control inventory

Phase 3

1. Risk Owners reviewed risk prioritization and 
considering risk appetite

2. Risk owners updated Risk Mitigation Plans, as 
required

6/30/23 – 9/15/23 

Phase 2

1. Risk Owners provided:
• Proposed FY23 Ratings for assigned 

Ethics Risk
• Additional risks to be considered for 

the Ethics Risk Register

2/22/23 – 4/29/23

1. ERA workshop Participants:
• Validated proposed risk owner 

updates and prioritization
• Determined if any additional risks 

should be added to the Ethics Risk 
Register

4/30/23 – 6/29/23

Execution of the annual Ethics Risk Assessment (ERA) to understand the firm’s ethics risks and the adequacy of key 
controls that mitigate those risks, including risk mitigation plans related to priority ethics risks.   
• FY23 ERA consisted of three distinct phases:
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KPMG Insights:  The future of compliance
Compliance programs should follow a sound compliance framework, with governance, culture and risk 
assessments as foundational elements.



Q&A
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