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1. Current state

Examples of typical cybersecurity reports
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1. Current state

Example #1: The compliance checklist

• Pick a famous industry-standard and 

perform compliance testing

• More compliance = Less risk?

• False sense of security?

• Investments are based on compliance 

rather than risk reduction
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1. Current state

Example #2: Maturity Benchmark

• Very useful to compare against other 

organizations

• More mature = Less risk?

• Investments are based on maturity rather 

than risk reduction

NIST Cybersecurity Framework v1.1
Maturity Assessment

Identify

Protect

Detect

Respond

Recover

Capability 

3.3

Score Ad-Hoc Repeatable Defined Managed Optimized
1 2 3 4 5

Current Maturity Industry Average Target Maturity

2.9

3.8

2.6

2.9

Example
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1. Current state

Example #3: Metric Dashboard

• Cybersecurity related metrics: 

• Key Performance Indicators (KPI), 

• Key Risk Indicators (KRI), and 

• Key Control Indicators (KCI)

• Difficult to understand

• More green = Less risk?

• What is my residual risk?
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1. Current state

Typical reporting of cybersecurity risk does not support well-informed decisions

• Cybersecurity risk is “front and centre” topic for directors

• Is my residual cybersecurity risk within risk appetite?

• Our current reporting approach no longer serves the business:

• Is typically fuzzy, too technical, and/or difficult to 

understand

• Does not clearly characterize risk (likelihood & impact)

• Does not enable informed decisions

• We must pursue a better way

Approving 
cybersecurity 
investments has 
become an act of 
blind faith.



2. A better way

Steps

Build Scenarios Prioritize Measure Risk Reporting

Make it real to 

the business

Focus on what 
matters

Likelihood and 
impact

Enable business to 
pursue value



2. A better way

Build Scenarios: How do we make it real?

Build Scenarios Prioritize Measure Risk Reporting

Nation State

Organized 
Crime

Hacktivist

Malicious 
Insider

Competitor

Threat Agent Threat Event Asset Event Result Impact

Malware 
Download

Phishing

Vulnerability 
Exploitation

Physical 
Intrusion

Privilege Abuse

Denial of 
Service

Supply Chain 
Attack

Confidentiality
Data Breach

Availability 
Operational 
Disruption

Financial Loss

Reputational 
Impact

Operational 
Impact

Social turmoil or 
Catastrophe

Careless User

• Regulatory fines
• Fraudulent transactions
• Contractual obligations
• Class action lawsuits
• Customer complains
• Reissue of credit cards
• Credit monitoring
• Customer communications
• Decrease on share price
• Forgone revenue
• Forensic examination
• Recovery of systems
• Disruption of critical infrastructure
• Injury or Loss of life

Examples

Analysis of possible Cyber Attacks

Integrity 
Data Loss / 

Fraud

Impact analysis

Business Service

Application

Server

Workstation

Data



2. A better way

Build Scenarios: How many scenarios?

Nation State

Organized 
Crime

Hacktivist

Malicious 
Insider

Competitor

Threat Agent Threat Event Asset Event Result Impact

Malware 
Download

Vulnerability 
Exploitation

Physical 
Intrusion

Privilege Abuse

Denial of 
Service

Supply Chain 
Attack

Confidentiality
Data Breach

Availability 
Operational 
Disruption

Financial Loss

Reputational 
Impact

Operational 
Impact

Social turmoil or 
Catastrophe

Careless User

Analysis of possible Cyber Attacks

Integrity 
Data Loss / 

Fraud

Impact analysis

Business Service

Application

Server

Workstation

Data

Cybercriminals use spear 
phishing to compromise key 
personnel and exfiltrate 
sensitive data

Targeted cyber attack from a 
criminal organization where social 
engineering tactics are used to 
deceive a key employee by 
masquerading as a trustworthy 
entity in an email communication 
to gain unauthorized access to 
critical applications and exfiltrate 
sensitive data.

Example

Phishing

Build Scenarios Prioritize Measure Risk Reporting



2. A better way

Build Scenarios: Decomposition of risk categories

Source: Freund, J.; “Communicating Technology Risk to Nontechnical People: Helping Enterprises Understand Bad Outcomes,” ISACA Journal, vol. 3, 2020, https://www.isaca.org/resources/isaca-
journal/issues/2020/volume-3/communicating-technology-risk-to-nontechnical-people

Board
Concerns

Business 
Scenarios

Technology 
Scenarios

• Decompose high-level board concerns into 

business and technology relevant scenarios

• Build the connection between the board, the 

business, and technical teams

• Allows to target different audiences

• Start with executive-friendly risk types and 

drill down into technology-friendly risk 

scenarios.

• Data Loss and 
Theft

• Systems 
Availability

• Fraud

• Theft of data 
from critical 
applications

• Data sent to the 
wrong customer

• Critical systems 
offline 

• Back-end 
transaction 
delayed 

• Credit card 
processing 
compromised

• Purchase-order 
fraud

• Privileged insiders 
leverage 
legitimately 
granted 
credentials to 
steal data from 
critical 
applications.

• Cybercriminals use 
spear phishing to 
compromise key 
personnel and 
exfiltrate sensitive 
data.

Build Scenarios Prioritize Measure Risk Reporting



2. A better way

• Cyber Threat Intelligence: 

• Valuable information used to understand the cyber 

threats that have, will, or are currently targeting the 

organization

• Prioritization and characterization of cyber threats

• Cyber threat profiles

• Forecast frequency and likelihood

Prioritize: Focus on your top cyber threats

Intelligence 
Feeds

Example

Name Organized Crime

Motive Financial

Capabilities Highly Technical (8)
Expert in social engineering (8)

Tolerance Medium to High (7)

Probability of 
Action

Opportunistic (5)

Cyber Threat Profile

Dark & 
Deep Web

Internal 
Sources

Build Scenarios Prioritize Measure Risk Reporting



2. A better way

Prioritize: Focus on your top digital assets

Business

Objectives

Business 

Products 

& Services

Supporting

Assets
Crown Jewel

High

Medium

Low

Crown 

Jewel

P
o

te
n

ti
a

l I
m

p
a

c
t

Business process mapping Classification of Assets

Source: CROWN JEWELS ANALYSIS, MITRE Systems Engineering Guide, The MITRE Corporation
https://www.mitre.org/publications/systems-engineering-guide/enterprise-engineering/systems-engineering-for-mission-assurance/crown-jewels-analysis

Build Scenarios Prioritize Measure Risk Reporting



Business

Objectives

Business 

Products 

& Services

Top 

Digital 

Assets

2. A better way

Prioritize: Example

Internet 
Channels

RETAIL
Sales (growth, stability, and market share)

Profit (level, return on investment, and 
efficiency)

Brick & 
Mortar

Customer 
Rewards

Brand & 
Marketing

Internet 
Retail 

Platform

POS 
Paymen
t Switch

Analytics 
Data 

Warehouse

B
u

si
n

es
s 

p
ro

ce
ss

 
m

ap
p

in
g

Classification of 
Assets

Crown 

Jewels

Build Scenarios Prioritize Measure Risk Reporting



Business

Objectives

Business 

Products 

& Services

Top 

Digital 

Assets

Top 

Technology 

Scenarios

Business 

Scenarios

Board Concerns

2. A better way

Prioritize: Example

Internet 
Channels

RETAIL
Sales (growth, stability, and market share)

Profit (level, return on investment, and 
efficiency)

Brick & 
Mortar

Customer 
Rewards

Brand & 
Marketing

Internet 
Retail 

Platform

POS 
Paymen
t Switch

Analytics 
Data 

Warehouse
Crown 

Jewels

Critical 
systems 
offline 

Credit card 
processing 

compromised
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u
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n
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p
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ce
ss

 
m
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D
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f risk to
 

sce
n
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s

Theft of data 
from critical 
applications

Systems 
Availability

Fraud
Data Loss 
and Theft

Classification of 
Assets

Cyber Threat 
Intelligence

Top Cyber 

Threats



Business

Objectives

Business 

Products 

& Services

Top 

Digital 

Assets

Top 

Technology 

Scenarios

Business 

Scenarios

Board Concerns

2. A better way

Prioritize: Example

Internet 
Channels

RETAIL
Sales (growth, stability, and market share)

Profit (level, return on investment, and 
efficiency)

Brick & 
Mortar

Customer 
Rewards

Brand & 
Marketing

Internet 
Retail 

Platform

POS 
Paymen
t Switch

Analytics 
Data 

Warehouse

Critical 
systems 
offline 

Credit card 
processing 

compromised
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ss
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D
eco

m
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 o

f risk to
 

sce
n

ario
s

Theft of data 
from critical 
applications

Cybercriminal
s use spear 
phishing to 

compromise 
key personnel 
and exfiltrate 

sensitive 
data.

Systems 
Availability

Fraud
Data Loss 
and Theft

Classification of 
Assets

Cyber Threat 
Intelligence

Scenario #3

Crown 

Jewels
Top Cyber 

Threats

Cybercriminal
s exploit web 
vulnerability 

and introduce 
ransomware 

in critical retail 
web systems.

Scenario #1

Malicious 
Insider 

abuses their 
privileges to 

perform 
unauthorized 
transactions.

Scenario #2

Top 
Technology 

Scenarios

Build Scenarios Prioritize Measure Risk Reporting



2. A better way

Measure Risk: Scenario Analysis

Board
Concerns

Business 
Scenarios

Technology 
Scenarios

• Process to obtain expert opinion from business and technical SMEs 

to estimate Risk (Likelihood and Impact).

• Typically resource intensive

• Prioritize your scenarios to a manageable number

• Emerging tools support scenario analysis at scale

• How to reduce subjectivity

• A robust Risk Framework & Model

• An established measure approach and practice

Industry leading practices

• Open FAIR™

• NIST sp800-30 Risk 
Management guide

• NISTIR 8286 Integrating 
Cybersecurity and Enterprise 
Risk Management (ERM)

• OCTAVESM

Build Scenarios Prioritize Measure Risk Reporting



2. A better way

Measure Risk: Risk Framework & Model

Board
Concerns

Business 
Scenarios

Risk

Loss Event 
Frequency

Open FAIR™ NIST sp800-30 Risk Management guide

Loss 
Magnitude

Threat Event 
Frequency

Vulnerability Primary Loss Secondary Loss

Threat 
Source

Threat 
Event

Vulnerabili
ty

Adverse 
Impact

Initiates Exploits Causing

with likelihood 
of initiation

with likelihood 
of success

with severity

GENERIC RISK MODEL

Build Scenarios Prioritize Measure Risk Reporting



2. A better way

Measure Risk: Assessment approach

Board
Concerns

Business 
Scenarios

Technology 
Scenarios

Qualitative

Ordinal scales / Non-numerical

Semi-Quantitative

Interval scales / Bins

Quantitative

Ratio scales / Numerical
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2. A better way

Measure Risk: Example – Measuring risk using Open FAIR (Quantitative)

Risk

The forecast annualized risk of 
this scenario

$1,535,800

Loss Event Frequency

Derived from estimates of Threat Event 
Frequency and Vulnerability

Threat Event Frequency

Minimum: 0.5
Most Likely: 4
Maximum: 8 

Loss Magnitude

Derived from estimates of Primary and 
Secondary Loss

Vulnerability

Minimum: 0.3
Most Likely: 0.7
Maximum: 0.9

Primary Loss

Minimum: $40,000
Most Likely: $76,000
Maximum: $216,000 

Secondary Loss

Minimum: $800,000
Most Likely: $1,346,000
Maximum: $2,000,000

0%

50%

100%

0 2,000 4,000 6,000 8,000

Loss Exceedance Curve ($k)

0%

20%

40%

0 1 2 3 4 5 6 7 8 9

Loss Events per year

Build Scenarios Prioritize Measure Risk Reporting



2. A better way

Reporting: Selecting the report type depends on organizational culture and risk management knowledge
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Complexity on interpretation
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Fraud 0
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A. Qualitative B. Annualized Risk Exposure C. Box-and-whisker Plot D. Loss Exceedance Curve
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2. A better way

Reporting: Example – Qualitative risk aggregation / consolidation
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Likelihood
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Board level report

Business Scenarios - Retail
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Business Scenarios - Back Office
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2. A better way

Reporting: Example – Reporting guidelines

Example - Cyber Risk Analysis Report

1,535,800

765,950

357,850

0

250,000

500,000

750,000

1,000,000

1,250,000

1,500,000

1,750,000

Data Loss and
Theft

Systems
Availability

Fraud

Data Loss and Theft: Phishing attacks continue to be our top cyber threat. In our last quarter we 

enhanced our phishing training and simulation exercises, specially on Retail employees with access 

to our "Analytics Data Warehouse" crown jewel. In addition, we recently reviewed our Data Loss 

Prevention policies and rules, effectively boosting our detection capabilities for data exfiltration.
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Description of the risks, business 

impacts, and mitigation activities
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2. A better way

Reporting: Example - Benefits of quantitative risk reporting

• Better articulation of residual risk vs the 

risk appetite

• Compare return on investment (ROI) of 

cybersecurity initiatives

• Effectively support business decisions and 

prioritization of mitigation efforts

• Improve business accountability / risk 

ownership.

0

1000000

2000000

3000000

4000000

5000000

6000000

Inherent Risk Residual Risk #1 Residual Risk #2

Annualized Loss
Risk Appetite

Most likely Value

90th percentile

10th percentile

Example – Risk reduction comparison

Risk 
Reduction #1

Risk 
Reduction #2

Build Scenarios Prioritize Measure Risk Reporting



3. Conclusion

There is a better way!

Board
Concerns

Business 
Scenarios

Technology 
Scenarios

• Focus on communicating a clear characterization of risk. Enable business to make effective 

comparisons and well-informed decisions.

• Prioritize, keep it simple, and be objective. Pursue the quantitative approach to measure risk.

• Select the report that fits the organization culture & risk management practices. Train directors & 

senior executives on cybersecurity matters.

• Never stop fostering “the better way!”



THANK YOU!

DON’T FORGET TO FILL OUT THE 
SESSION SURVEY AFTER THIS AND 

EVERY SESSION!


